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Abstract | i

Abstract
By virtue of the recent technological developments in cloud computing, more
applications are deployed in the cloud. Among these modern cloud-based
applications, many societal applications require bounded and predictable
low-latency responses. However, the current cloud infrastructure is unsuitable for
these applications since it cannot satisfy these requirements due tomany limitations
in both hardware and software.

This doctoral dissertation describes our attempts to reduce the latency of
Internet services by carefully studying the multi-hundred-gigabit-per-second
commodity hardware, optimizing it, and improving its performance. The main
focus is to improve the performance of packet processing done by the network
functions deployed on commodity hardware, known as network functions
virtualization (NFV), which is one of the significant sources of latency for Internet
services.

The first contribution of this dissertation takes a step toward optimizing the
cache performance of time-critical NFV service chains. By doing so, we reduce
the tail latencies of such systems running at 100Gbps. This is an important
achievement as it increases the probability of realizing bounded and predictable
latency for Internet services.

The second contribution of this dissertation performswhole-stack optimizations
on software-based network functions deployed on top of modular packet processing
frameworks to further enhance the effectiveness of cache memories. We build a
system to efficiently handle metadata and produce a customized binary of NFV
service chains. Our system improves both throughput & latency of per-core
hundred-gigabit-per-second packet processing on commodity hardware.

The third contribution of this dissertation studies the efficiency of I/O security
solutions provided by commodity hardware at multi-hundred-gigabit-per-second
rates. We characterize the performance of IOMMU & IOTLB (i.e., I/O virtual
address translation cache) at 200Gbps and explore the possible opportunities to
mitigate its performance overheads in the Linux kernel.

Keywords
Low-Latency Internet Services, Packet Processing, Network FunctionsVirtualization,
Middle Boxes, Commodity Hardware, Multi-Hundred-Gigabit-Per-Second, Low-
Level Optimization
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Sammanfattning
Tack vare den senaste tekniska utvecklingen inom molntjänster används allt fler
tillämpningar i molnet. Bland dessa moderna molnbaserade tillämpningar kräver
många samhällsorienterade tillämpningar svarstider med låg latens, som är
förutsägbara och ligger inom givna gränser. Den nuvarande molninfrastrukturen
är dock otillräcklig för sådana tillämpningar eftersom den inte kan uppfylla dessa
krav på grund av olika begränsningar i både hårdvara och mjukvara.

I denna doktorsavhandling beskrivs våra försök att minska latenstiden för
Internettjänster genom att noggrant studera tillänglig hårdvara med stöd för flera
hundra gigabit per sekund, optimera denna och förbättra dess prestanda. Huvudfokus
ligger på att förbättra prestandan för den paketbearbetning som utförs av
nätverksfunktioner som installeras på allmänt tillgänglig hårdvara, så kallad
nätverksfunktionsvirtualisering (NFV), som är en av de betydande källorna till
latens för Internettjänster.

Det första bidraget i den här avhandlingen tar ett steg mot att optimera cache-
prestanda för tidskritiska kedjor av NFV-tjänster. Genom att göra detta minskar vi
de långa latenstiderna för sådana system som körs vid 100 Gbps. Detta är ett viktigt
resultat eftersom det ökar sannolikheten för att uppnå en begränsad och förutsägbar
fördröjning hos internettjänster.

Det andra bidraget i den här avhandlingen är optimeringar av hela stacken av
mjukvarubaserade nätverksfunktioner som används ovanpå modulära ramverk för
paketbearbetning för att ytterligare förbättra effektiviteten hos cacheminnen. Vi
bygger ett system för att effektivt hantera metadata och producera anpassade
binärversioner av NFV-tjänstekedjor. Vårt system förbättrar både genomströmning
och latens för tillgänglig hårdvara där varje CPU-kärna har kapacitet för
paketbearbetning i storleksordningen 100 Gbps.

I det tredje bidraget i denna avhandling studeras effektiviteten hos
I/O-säkerhetslösningar som tillhandahålls av allmänt tillgänglig hårdvara i
hastigheter på flera hundra gigabit per sekund. Vi karakteriserar prestandan hos
IOMMU and IOTLB (dvs. “I/O memory management unit” och “I/O virtual
address translation cache”) vid 200 Gbps och undersöker möjligheterna att minska
dess prestanda-overhead i kärnan av operativsystemet Linux.

Nyckelord
Internettjänster med Låg Fördröjning, Paketbearbetning, Virtualisering av
Nätverksfunktioner, Mellanutrustning, Tillgänglig Datorhårdvara, Flera-Hundra-
Gigabit-Per-Sekund, Lågnivå-Optimering
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Chapter 1

Introduction

CLOUD computing has provided opportunities for exploiting logically
centralized resources, by which users access different services via the
Internet anytime from anywhere. Using the cloud is becoming increasingly

popular among companies, andmany prefer to use cloud infrastructures to host their
services to reduce expenses. In addition, the cloud also provides greater flexibility,
scalability, and availability, which can increase their clients’ satisfaction. Cloud
computing has become evenmore crucial after a sudden increase in social distancing
and the number of work-from-home employees due to the COVID-19 global
pandemic. There have been many efforts to increase the throughput of cloud-based
Internet services by increasing the number of data centers hosting these services and
increasing the bandwidth of links (both within and between data centers – including
the introduction of hundred-gigabit-per-second links). However, these efforts
cannot guarantee low latency for Internet services, making cloud infrastructures
unsuitable for time-critical applications [1]. Moreover, higher bandwidth (e.g.,
100/200/400 gigabit per second (Gbps)) makes it more challenging to deploy
high-performance Internet services on general-purpose hardware, aka commodity
hardware. To realize these services, it is important to identify those components
that have a large negative impact on the latency of Internet services and then
holistically address these latencies.

From a high-level point of view, the end-to-end latency of Internet services
can be divided into two portions: (i) network delay and (ii) application delay.
Network delay, itself, is composed of propagation delay and processing delay;
with the latter mostly due to specific Network Functions (NFs) processing packets.
Traditionally, propagation delay has been the most significant portion of the
end-to-end latency [2]. However, propagation delay is becoming comparable to
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the processing delay and the application delay because of the increase in the
number of data centers per region [3, 4, 5, 6] and the recent enhancements in
networking, such as the wide deployment of fiber infrastructure, the transition
toward multi-gigabit-per-second links and switches in data centers [7, 8, 9], and
the expected latency reductions in the next generations of mobile communication
(5G & 6G) [10, 11, 12]. Therefore, it becomes increasingly important to minimize
both processing delay and application delay to realize low-latency Internet services.

This doctoral dissertation focuses on minimizing the processing delay of NFs
that are deployed on commodity hardware as a part of the transition towardNetwork
Functions Virtualization (NFV) [13]. While our efforts are primarily targeted
toward packet processing, the contributions& conclusions of this dissertation could
be equally useful for other networking applications requiring low latency at multi-
hundred-gigabit-per-second rates. The next section discusses the significance of
optimizing NFV performance and the challenges of doing so.

1.1 Why NFV’s Performance Matters?
Network packets, typically, pass through several middleboxes (aka network
appliances) that process packets in order to ensure security (e.g., firewall, Intrusion
Detection System (IDS), and Deep Packet Inspection (DPI)), connectivity (e.g.,
router, switch, and Network Address Port Translation (NAPT)), and suitable
performance (e.g., Load Balancer (LB)). A set of these NFs that a packet traverses
are called aNF service chain. Figure 1.1 shows two examples of NF service chains.

Figure 1.1: Examples of NF service chains (the upper chain is comprised of a
router, NAPT, LB, and another router; while the lower chain is comprised of a
router, firewall, DPI, and another router).
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The number of middleboxes in an enterprise network is comparable to the
number of switches & routers [14], making them a large source of the processing
delay. Traditionally, middleboxes were implemented on specialized hardware
built by large companies (e.g., Cisco and Juniper). However, NFV has pushed
network operators/providers to employ software-driven solutions that can be run on
Commodity Off-The-Shelf (COTS) servers, aka commodity hardware, to (i) avoid
proprietary inflexible hardware middleboxes, to (ii) reduce Capital Expenditure
(CAPEX) & Operational Expenditure (OPEX), and to (iii) speed up time-to-
market. Although this transition reduces the cost to enterprises and offers a higher
degree of flexibility & programmability, it induces some challenges for high-
performance and latency-critical networking applications, as the general-purpose
hardware generally does not achieve the same high throughput and low latency as
specialized hardware.

Many have tried to address this challenge by optimizing the performance of
virtual NFs [15, 16, 17], but their performance is still far from optimal. Moreover,
introducing faster link speeds exposes NFs to packets at a higher rate, thus
achieving high performance becomes even harder for commodity hardware.
Therefore, it is crucial to focus on optimizing the performance of NFV service
chains that constitute a large portion of the processing delay. Performing such
optimization cannot be done simply by using more powerful hardware for a number
of reasons. The next section elaborates this problem and mentions the inability of
current hardware to cope with the increase in link speeds.

1.2 Problem: Gap between Processing Capability
and Link Speed Growth

Ideally, the emergence of faster link speeds should lead to low-latency/faster
Internet services, but the demise of Dennard scaling and the slowdown of Moore’s
law puts a cap on commodity hardware performance [18]. Figure 1.2a and
Figure 1.2b show the trends of link speed & processor evolution over the last
∼40 years. These trends show that Ethernet speed is constantly increasing,
whereas the processor’s performance is capped. More specifically, processors are
being shipped with more Central Processing Unit (CPU) cores, but the per-core
performance/frequency is saturating [19].
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As noted earlier, introducing faster link speeds exposes processing elements
to packets at a higher rate. For instance, a server receiving 64-B packets at a
link speed of 100Gbps has only 6.72 ns to process a packet before the next packet
arrives, which is a relatively small time budget (i.e., smaller than Last Level Cache
(LLC) access latency). Exceeding this time budget causes a tremendous amount
of queuing and performance degradation, which is undesirable for low-latency
Internet services. To process packets within this time, it is necessary to optimize
both software and hardware to reduce the processing latency. Networking software
needs tomitigate the unnecessary inefficiencies (e.g., inter-core communication [16],
inefficient memory accesses [23], and costly kernel stack operations [24]) in order
to operate in level one (L1) & level two (L2) caches, i.e., minimizing even LLC
accesses, whereas networking hardware should provide (i) cache-efficient methods
to interact with software and (ii) processing capabilities to reduce processing
latency.

1.3 Research Objectives
The goal of this dissertation is to realize low-latency Internet services on multi-
hundred-gigabit-per-second commodity hardware by optimizing the performance
of NFV service chains processing packets. Since the processing time budget is
shrinking to nanoseconds, it is essential to take into account every nanosecond and
make the most out of available resources, especially cache memories due to their
fast access latency given the small time budget when processing packets at multi-
hundred-gigabit-per-second rates. Our goal can be split into two main objectives:

Objective 1 Study & evaluate the effectiveness of existing computer systems in
handling high link-rate network traffic.

Objective 2 Identify and exploit potential opportunities to optimize packet
processing∗ to facilitate realizing low-latency Internet services.

1.4 Research Methodology
This doctoral project uses a quantitative research approach [25]. Using this
approach, we followed a closed-loop method, which starts by studying both
software and hardware in computer systems to (i) evaluate their effectiveness
when handling multi-hundred-gigabit-per-second traffic and (ii) find optimization
opportunities in order to get themaximumperformance out of the current hardware.

∗Our efforts are primarily geared toward kernel-bypass frameworks, but we briefly examine the
Linux kernel in Chapter 4.
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After identifying opportunities, we experimentally evaluated their effectiveness at
multi-hundred-gigabit-per-second networking&potentially apply them to networking
applications. Next, we designed/re-designed networked systems (mainly NFV
systems) according to what we have learned in our study; then we implemented
our proposed design; and we finished this process by empirically evaluating the
effectiveness of our solution. Furthermore, we continuously used the observations,
made during the implementation, and experimental results, gathered throughout
this project, to improve our proposed design. Figure 1.3 depicts our method to
conduct this project.

Studying Computer Systems

Design/Redesign 
Networking Systems

Implement

Evaluate

Find Opportunities
And Evaluate Effectiveness

Figure 1.3: Research method used in this doctoral project.

1.5 Research Contributions
The objectives were realized via four main tasks (numbered A to D below). This
section elaborates each task and outlines the specific contributions of this doctoral
project in each task.
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Task A: Improving hardware cache utilization. Realizingmulti-hundred-gigabit-
per-second, low-latency Internet services on commodity hardware is only possible
with careful cache management, thus software needs to utilize higher cache levels
(i.e., L1 & L2). The goal is to study the current implementation of cache
management techniques & technologies available in commodity hardware, such
as Direct Cache Access (DCA) & Cache Allocation Technology (CAT), and then
examine their significance with respect to the performance of multi-hundred-
gigabit-per-second networking. In particular, this task (i) identifies the limitations
and proposes modifications & improvements for future generations of commodity
hardware and (ii) proposes software improvement techniques to make fast & low-
latency networking possible.
Contributions. This task resulted in two conference papers presented at
EuroSys’19 [26] & ATC’20 [27]; 9 patent applications [28, 29, 30, 31, 32, 33, 34,
35, 36, 37] filed by Ericsson; and two poster presentations presented at EuroSys’19
& EuroSys’20 [38]. The main contributions of this task were:

A.1 We studied the Intel LLC organization, quantified its characteristics for two
generations of Intel processors, and measured the access time to different
LLC slices from each of the cores. In addition, we introduced a newmemory
management scheme, called slice-aware memory management [26, 39, 40],
which allocates memory by taking into account the characteristics of LLC
slices. Evaluation results showed that our proposed scheme could boost the
performance of applications.

A.2 Using our proposed memory management scheme, we developed a network
Input/Output (I/O) solution, called CacheDirector [26], which extends Data
Direct I/O (DDIO) and sends the packet header to the appropriate LLC slice,
i.e., closest to the processing core. We demonstrated that CacheDirector
could be used to cut tail latencies of time-critical NFV service chains running
at 100Gbps.

A.3 We examined the current implementation of DCA in Intel processors, called
DDIO technology [27, 40]. We empirically unveiled the undocumented
details of DDIO implementation and demonstrated the importance of
tuning/optimizing it appropriately for a given Internet service to achieve high
performance, especially with the introduction of multi-hundred-gigabit-per-
second networks.

A.4 The source code for these works are available at:

•  aliireza/slice-aware
•  aliireza/ddio-bench

https://github.com/aliireza/slice-aware
https://github.com/aliireza/ddio-bench
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Individual Contribution. A.1 and A.3 were done in collaboration with Amir
Roozbeh. We both contributed equally to this part of the project. Additionally, I
made all of the open-source contributions.

Task B: Optimizing software-based NFs. Today, many NFs are deployed on
commodity hardware, via unspecialized modular software with software-based
packet processing (for example, by Ericsson, Cisco, and Intel [41, 42, 43]). Software-
based NFs are typically built via modular frameworks to increase flexibility and
to simplify the composition of complex network services, by customizing and
connecting simple monolithic elements. However, these frameworks usually
produce a general-purpose binary based on an input configuration file, which results
in many inefficiencies, such as virtual calls, dead code, and unordered basic blocks.
In contrast, we mitigate these code inefficiencies and produce an optimized binary
while maintaining high-level modularity and flexibility, as opposed to relying
on handwritten assembly code [44]. We believe that efficient packet processing
at multi-hundred-gigabit-per-second rates calls for holistic system optimizations,
specifically milling the entire software stack to squeeze every bit of performance
from the network & system hardware.
Contributions. This task has resulted in a conference paper presented at
ASPLOS’21 [45, 46] and 2 patent applications [35, 47] filed by Ericsson.

B.1 We presented a system, called PacketMill, which (i) introduces a new
model to efficiently manage packet metadata and (ii) employs
code-optimization techniques to better utilize commodity hardware.
PacketMill grinds the whole packet processing stack, from the high-level
network function configuration file to the low-level userspace network
(specifically Data Plane Development Kit (DPDK)) drivers, to mitigate
inefficiencies and produce a customized binary for a given network function.

B.2 The source code of this work is available at:  aliireza/packetmill

Individual Contribution. B.1 and B.2 were done in collaboration with Tom
Barbette. We both contributed equally to this project.

Task C: Toward efficient & secure multi-hundred-gigabit-per-second services.
The introduction ofmulti-hundred-gigabit-per-second network interfaces (100/200/400
Gbps) hasmotivatedmany researchers to study networked systems& their underlying
hardware to understand the challenges of achieving suitable performance at higher
rates. These studies explored various topics, such as kernel network stack [48],
Peripheral Component Interconnect express (PCIe) [49], Remote Direct Memory

https://scholar.google.se/citations?hl=en&user=w847RawAAAAJ
https://scholar.google.se/citations?hl=en&user=w847RawAAAAJ
https://packetmill.io/
https://github.com/aliireza/packetmill
https://scholar.google.com/citations?user=qAL-FdoAAAAJ&hl=en
https://scholar.google.com/citations?user=qAL-FdoAAAAJ&hl=en
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Access (RDMA) [50], DDIO & LLC [27, 26], and smart Network Interface Card
(NIC) [51, 52]. However, most studies were primarily interested in improving
performance, while paying less attention to critical real-world requirements such
as security, privacy, and efficiency. Consequently, these studies often disable
many software & hardware features to maximize the performance of networking
applications. We examined some of the missing features that are essential for large
service providers and data center companies to realize secure & efficient Internet
services. More specifically, we target I/O Memory Management Unit (IOMMU) in
server-grade processors, which ensures privacy in multi-tenant environments and
protects services from being targeted by Direct Memory Access (DMA) attacks.
Another important feature is power/frequency management (e.g., c & p states)
that provide the foundation for efficiently utilizing the processing power, which
is crucial for deploying power-efficient & environmental-friendly services.
Contributions. This task resulted in an under-submission PeerJ Computer Science
journal article [53, 54, 55, 56]. The main contributions of this task are:

C.1 We characterized I/O TLB (IOTLB) behavior and its effects on recent
Intel Xeon Scalable & AMD EPYC processors at 200 Gbps, by analyzing
the impact of different factors contributing to IOTLB misses & causing
throughput drop.

C.2 We discussed and analyzed possible mitigations, including proposals and
evaluation of a practical hugepage-aware memory allocator for the network
device drivers to employ hugepage IOTLB entries in the Linux kernel.

C.3 The source code of this work is available at:  aliireza/iommu-bench

Individual Contribution. I have been the main driver & contributor in this
project.

Task D: Utilizing new technologies. One way to close the gap between network
link rates and the maximum performance of processors is to utilize available
resources more efficiently and employ new features of networking equipment
(e.g., smart NICs, programmable switches, RDMA). There have already been
some efforts along these lines. For instance, Metron [16] utilizes Software-
Defined Networking (SDN) as well as flow steering features in modern NICs
(e.g., FlowDirector [57]) to send requests directly to the CPU core responsible
for processing a given packet in an NFV service chain; while MICA [58] uses a
similar approach to partition keys among different CPU cores and tag packets at the
client. Both approaches improve the performance of these applications as there are
fewer inter-core communications. There are many similar optimizations that can

https://github.com/aliireza/iommu-bench
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be done to improve the performance of current systems, but applying them requires
a careful study of hardware, software, and their interaction. More specifically,
we (i) study & examine the offloading capabilities of modern network equipment
and (ii) employ them to reduce the latency of multi-hundred-gigabit-per-second
Internet services while addressing the challenges of doing so, e.g., finding a suitable
trade-off between cost, flexibility, and performance. For instance, in the case of
smart NICs equipped with System on Chip (SoC), i.e., low-frequency ARM cores
and Application Specific Integrated Circuit (ASIC)-based packet processors, it is
essential to achieve optimal resource allocation while addressing the performance
limitations (e.g., communication overhead imposed by PCIe) to make the most out
of offloading capabilities, i.e., offloading the right amount of stateless & costly
operations to ARM cores & ASIC on the NIC vs. keeping the stateful & complex
operations on powerful x86 cores on the host [59, 60]. Additionally, both offloaded
sections (i.e., running on the smart NIC) & non-offloaded sections (i.e., running on
the x86 CPU) should be optimized to achieve the maximum performance from the
hardware. Our ultimate goal is not only to utilize these technologies but also to
identify the need for (i) specific hardware features to support them and (ii) new
offloading/processing capabilities required by high-speed networking applications.
Contributions. This task resulted in a conference paper presented at NSDI’22 [61],
an under-submission work, and 7 patent applications [62, 63, 64, 47, 65, 66, 67]
filed by Ericsson. The main contributions of this task are:

D.1 We systematically studied the impact of temporal and spatial traffic locality
on the performance of commodity servers equipped with high-speed network
interfaces.

D.2 We built a software solution, called Reframer, which deliberately delays
packets and reorders them to increase traffic locality. Reframer can be
deployed as an independent NF either on the same server, a smart NIC, or
potentially a programmable switch.

D.3 We studied novel packet processing architectures that receive external “hints”
about which packets are soon to arrive, thus enabling prefetching into fast
cache memories of the state needed to process them, just-in-time for the
packets’ arrival.

D.4 We explored possible approaches to (i) obtain prefetching hints either from
network devices or the end hosts in the communication and (ii) use these
hints to better utilize cache memories.

Individual Contribution. Amir Roozbeh and I were responsible for analyzing
a 28-minute KTH campus trace for D.1. Additionally, I was actively involved in

https://scholar.google.se/citations?hl=en&user=w847RawAAAAJ
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(i) writing and editing both NSDI’22 & an under-submission work and (ii) the
research discussions. It is worth noting that Hamid Ghasemirahni is the first author
of both papers, and he has made all the open-source contributions.

1.5.1 Dissertation Contributions
This doctoral dissertation mainly focuses on elaborating the research contributions
of the EuroSys’19 [26] & ASPLOS’21 [45] conference papers and an under-
submission PeerJ Computer Science journal article [53], which contributed to tasks
A, B, and C discussed above. All other research contributions of this doctoral
research project (e.g., publications and conference presentation videos) are open
access, and an interested reader can access them online for free.

1.5.2 Publications
This doctoral research project resulted in the following publications: [26, 27, 45,
46, 61, 53, 38, 68, 28, 29, 30, 31, 32, 47, 33, 34, 35, 36, 69, 70, 37, 62, 63, 64, 65,
66, 67]. These were part of tasks A, B, C, and D (discussed above). The works
below marked with ⋆ are included in this doctoral dissertation; the rest of the
publications are not discussed further in this dissertation.

Conference Papers

C1 ⋆ Alireza Farshin, Amir Roozbeh, Gerald Q. Maguire Jr., and Dejan
Kostić. “Make the Most out of Last Level Cache in Intel Processors,” in
Proceedings of the Fourteenth European Conference on Computer Systems
(EuroSys ’19). ACM, March 2019. doi:10.1145/3302424.3303977. (A)

C2 Alireza Farshin, Amir Roozbeh, Gerald Q. Maguire Jr., and Dejan Kostić.
“Reexamining Direct Cache Access to Optimize I/O Intensive Applications
for Multi-hundred-gigabit Networks,” in 2020 USENIX Annual Technical
Conference (ATC ’20). USENIX Association, July 2020. ISBN 978-1-
939133-14-4. (A)

C3 ⋆ Alireza Farshin, Tom Barbette, Amir Roozbeh, Gerald Q. Maguire Jr.,
and Dejan Kostić. “PacketMill: Toward per-core 100-Gbps Networking,”
in Proceedings of the 26th ACM International Conference on Architectural
Support for Programming Languages and Operating Systems (ASPLOS ’21).
ACM, April 2021. doi:10.1145/3445814.3446724. (B)

C4 Hamid Ghasemirahni, Tom Barbette, Georgios Katsikas, Alireza Farshin,
Amir Roozbeh, Massimo Girondi, Marco Chiesa, Gerald Q. Maguire Jr., and

https://scholar.google.com/citations?user=Qt5bWzwAAAAJ&hl=en
https://doi.org/10.1145/3302424.3303977
https://www.usenix.org/conference/atc20/presentation/farshin
https://www.usenix.org/conference/atc20/presentation/farshin
https://doi.org/10.1145/3445814.3446724
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Dejan Kostić. “Packet Order Matters! Improving Application Performance
byDeliberatelyDelaying Packets,” in 19th USENIX Symposium on Networked
Systems Design and Implementation (NSDI ’22). USENIX Association,
April 2022. ISBN978-1-939133-27-4.Community Award Winner! (D)

Journal Articles

J1 ⋆ Alireza Farshin, Luigi Rizzo, Khaled Elmeleegy, and Dejan Kostić.
“Overcoming the IOTLBWall forMulti-100-Gbps Linux-basedNetworking,”
in PeerJ Computer Science. (Under Submission) (C)

Licentiate Thesis and Master’s Thesis Supervisions

T1 Alireza Farshin. 2019. “Realizing low-latency Internet Services via
low- level Optimization of NFV Service Chains.” TRITA-EECS-AVL-
2019:41 ISBN 978-91-7873-175-6. Licentiate Thesis. KTH. Available at:
urn:nbn:se:kth:diva-249664. (A)

T2 Omar Giordano. 2021. “Design and Implementation of an Architecture-
aware In-memory Key-Value Store.” Masters Thesis. KTH. Available at:
urn:nbn:se:kth:diva-291213. Academic supervisor: Alireza Farshin. (A)

Patent Applications

P1 Amir Roozbeh, Alireza Farshin, Dejan Kostić, and Gerald Q. Maguire Jr.
“Methods and Nodes for Handling Memory,” PCT Application
PCT/SE2018/051311, Filed 2018-12-13. (A)

P2 Amir Roozbeh, Dejan Kostić, Gerald Q. Maguire Jr., and Alireza Farshin.
“Memory Allocation in a Hierarchical Memory System,” PCT Application
PCT/SE2019/050596, Filed 2019-06-20. (A)

P3 Amir Roozbeh, Alireza Farshin, Dejan Kostić, and Gerald Q. Maguire Jr.
“Methods and Devices for ControllingMemory Handling,” PCTApplication
PCT/SE2020/050161, Filed 2020-02-13. (A)

P4 Amir Roozbeh, Alireza Farshin, Dejan Kostić, and Gerald Q. Maguire Jr.
“Entities, System and Methods Performed Therein for Handling Memory
Operations of an Application in a Computer Environment,” PCTApplication
PCT/SE2019/050948, Filed 2019-10-02. (A)

P5 Chakri Padala, Amir Roozbeh, Alireza Farshin, Dejan Kostić, and Gerald
Q. Maguire Jr. “Efficient Loading of Code Portions to a Cache,” PCT
Application PCT/SE2020/050527, Filed 2020-05-22. (A)

https://www.usenix.org/conference/nsdi22/presentation/ghasemirahni
http://urn.kb.se/resolve?urn=urn:nbn:se:kth:diva-249664
http://urn.kb.se/resolve?urn=urn:nbn:se:kth:diva-291213
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P6 Amir Roozbeh, Alireza Farshin, Dejan Kostić, Gerald Q. Maguire Jr.,
Hamid Ghasemirahni, and Tom Barbette. “Reordering and Reframing
Packets,” PCT Application PCT/IB2020/054991, Filed 2020-05-26. (B) &
(D)

P7 Amir Roozbeh, Alireza Farshin, Dejan Kostić, and Gerald Q. Maguire
Jr. “Method and System for Efficient Input/Output Transfer in Network
Devices,” PCT Application PCT/SE2020/051107 & PCT/SE2020/051108,
Filed 2020-11-20. (A)

P8 Amir Roozbeh, Alireza Farshin, Tom Barbette, Dejan Kostić, and Gerald
Q. Maguire Jr. “Methods and Systems for Efficient Metadata and Data
Delivery between a Network Interface and Applications,” PCT Application
PCT/IB2021/052976, Filed in 2021-04-09. (B)

P9 Amir Roozbeh, Alireza Farshin, Chakri Padala, Dejan Kostić, and Gerald
Q. Maguire Jr. “System, Method, and Apparatus for Fine-grained Control of
I/O Data Placement in Memory Subsystem,” PCT Application
PCT/SE2021/050803, Filed in 2021-08-17. (A)

P10 Amir Roozbeh, Chakri Padala, and Alireza Farshin. “System and Method
for Cache pooling and Efficient Usage and I/O Transfer in Disaggregated and
Multi-Processor Architectures via Processor Interconnect,” PCTApplication
PCT/SE2021/051016, Filed in October 2021. (A)

P11 Amir Roozbeh, Alireza Farshin, Marco Chiesa, and Fabio Luciano Verdi.
“System and Method for Accurate Traffic Monitoring on Multi-Pipeline
Switches,” PCT Application PCT/EP2021/084572, Filed in December 2021.
(D)

P12 Amir Roozbeh, Alireza Farshin, and Dejan Kostić. “System and Method
for Organizing Physical Queues into Virtual Queues,” PCT Application
PCT/EP2022/051103, Filed in January 2022. (D)

P13 Amir Roozbeh, Alireza Farshin, Marco Chiesa, Tom Barbette, and Dejan
Kostić. “Apparatus, System, and Methods for Sliced Accelerated Packet
Processing at Terabit-per-second Networking.,” US Provisional Application,
Filed in May 2022. (D)

P14 Amir Roozbeh, Chakri Padala, Alireza Farshin, Dejan Kostić, and Gerald
Q. Maguire Jr. “Processing Unit, Packet Handling Unit, Arrangement and
Methods for Handling Packets,” PCT Application PCT/SE2022/050710,
Filed in July 2022. (D)
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P15 Amir Roozbeh, Alireza Farshin, Marco Chiesa, Dejan Kostić, and Hamid
Ghasemirahni. “Hint Entity, Receiver Node, System andMethods Performed
Therein for Handling Data in a Computer Environment,” PCT Application
PCT/SE2022/051036, Filed in November 2022. (D)

P16 Amir Roozbeh, Alireza Farshin, and Marco Chiesa. “Entity and Method
Performed Therein for Handling Packets in a Computer Environment,” US
Provisional Application, Filed in November 2022. (D)

1.6 Dissertation Hypothesis
The scope of this doctoral research project is beyond that of a single doctoral
dissertation, as it focuses on many different tasks & domains. This doctoral
dissertation contains only a subset of the work done during this broader project.
More specifically, this dissertation focuses on three main publications (i.e., C1, C3,
and J1 that are marked with⋆ in Section 1.5.2). The outcome of these publications
tries to verify a unified hypothesis as follows:

“If security researchers could exploit cache memories & their characteristics
(e.g., access time differences) to perform side-channel attacks &
gather information, could we use their characteristics to understand
how to do packet processing faster?”

Caching instructions& data have been heavily studied to improve the performance
of numerical computations, where the knowledge about the access patterns to
vectors and instructions is used for cache prefetching. However, the same techniques
are not entirely valid for network I/O. Therefore, this dissertation exploits this
opportunity to examine caching in the context of network I/Owhere network speeds
were increasing at a more rapid pace than processors and memories. The outcomes
of this doctoral dissertation successfully verify our hypothesis in three different
domains as follows:

• The first paper [26] digs into the details of cache organization and introduces
cache-slice awareness to exploit access time differences to different portions
of LLC in Intel processors in order to improve the tail latency of high-speed
NFs;

• The second paper [45] shows that one can usemodern compilation techniques
coupled with a cache-aware layout of (meta)data to improve networking
performance using kernel-bypass frameworks; and
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• The third paper [53] shows that understanding the IOMMU cache (aka
IOTLB) can improve networking performance (while maintaining security)
even when processing TCP traffic using the Linux kernel (rather than relying
on the kernel-bypass used in the first & second papers). Additionally, it
brings out a clear error in the way that memory is being allocated for network
I/O by the existing Linux kernels, i.e., they still use 4-KiB pages decades after
the first kernel while the network interfaces have become almost 105× faster;
see Section 1.2.

To verify our hypothesis, we use a unifiedmethod to (i)make carefulmeasurements
& understand the details and then (ii) craft a cache-related solution that exploits
the knowledge to improve packet processing.

1.7 Research Impact
This research project aims to realize low-latency Internet services on multi-
hundred-gigabit-per-second commodity hardware by optimizing packet processing.
There are three aspects of my research: (i) professional impact, (ii) personal
impact, and (iii) sustainable impact. This section briefly summarizes the first two
aspects and the next section elaborates on the sustainable impacts of this project.

Professional impact. Although I mainly focused on one specific subdomain, i.e.,
the performance of virtually deployed NFs, my contributions (i.e., results, findings,
and techniques) could be equally useful in other subdomains of the (networked)
system’s research. This generality occurs because my research goal was to use
available resources more efficiently and squeeze every bit of performance from the
existing network & system hardware; therefore, these contributions are useful for
other performance-sensitive contexts interested in nanosecond- and microsecond-
level improvements. In addition to the previously enumerated publications (see
Section 1.5.2), my doctoral research proposal led to a Google Ph.D. Fellowship
(2021) in Systems and Networking. Moreover, this research project has been
featured in the following news articles:

N1 “MaximizingCOTS hardware performancewith CPUmemorymanagement,”
Ericsson Blog, 22 March 2019.

N2 “Four researchers are making Intel processors more efficient,” KTH, 28
March 2019.

N3 “Researchers in Sweden mine cache of Intel processors to speed up data
packet processing,” AlphaGalileo, 7 May 2019.

https://research.google/outreach/phd-fellowship/recipients/?category=2021
https://research.google/outreach/phd-fellowship/recipients/?category=2021
https://www.ericsson.com/en/blog/2019/3/maximizing-cots-hardware-performance-with-cpu-memory-management
https://www.kth.se/en/aktuellt/nyheter/forskare-pa-g-1.890770
https://www.alphagalileo.org/en-gb/Item-Display/ItemId/180749?returnurl=https://www.alphagalileo.org/en-gb/Item-Display/ItemId/180749
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N4 “A positive side effect of cache monitoring – doing good rather than evil,”
KTH EECS, 19 June 2019.

N5 “Researchersmine cache of Intel processors to speed up data packet processing,”
Tech Xplore, 8 July 2019.

N6 “How to deploymulti-hundred-gigabit networking on commodity hardware,”
Ericsson Blog, 16 April 2021.

N7 “KTH researchers behind breakthrough set to halve data center energy
consumption,” KTH, 14 June 2022.

N8 “Optimerar cacheminnet för snabbare internettjänster,” Framtidens Forskning,
17 June 2022.

N9 “Packet reordering: The key to efficient high-speed packet processing”
Ericsson Blog, 18 August 2022.

Personal impact. During my doctoral studies, I have studied high-performance
networking hardware & software, looked for performance inefficiencies, and
proposed techniques to optimize their performance for latency-critical network
services. I chose to work on this topic because of its multidisciplinary nature that
exploits the synergy of networked systems, computer architecture, and compiler
optimizations. This has leveraged my background in Electrical Engineering while
allowing me to gain experience in new domains, which is intellectually satisfying.

1.8 Sustainability, Ethical, and Security Aspects
This section discusses the contributions of this doctoral research project to sustainable
development and it also elaborates on ethical as well as security aspects related to
this work.

1.8.1 Sustainability
We believe that this research will have a positive impact on sustainability as defined
in the 1987 Brundtland Report:

“Development that meets our needs of the present without compromising
the ability of future generations to meet their own needs.”

—Brundtland Report, 1987 [71]

The contributions of this work contribute to three different domains of sustainability;
these are: environmental, societal, and economic sustainability. These contributions
are described below.

https://www.kth.se/en/eecs/nyheter/a-positive-side-effect-of-cache-monitoring-doing-good-rather-than-evil-1.912507
https://techxplore.com/news/2019-07-cache-intel-processors-packet.html
https://www.ericsson.com/en/blog/2021/4/multi-hundred-gigabit-networking-commodity-hardware
https://www.kth.se/en/om/nyheter/lokala-nyheter/kth-researchers-behind-breakthrough-set-to-halve-data-centre-energy-consumption-1.1176662
https://framtidensforskning.se/2022/06/17/optimerar-cacheminnet-for-snabbare-internettjanster/
https://www.ericsson.com/en/blog/2022/8/packet-reordering-effects-on-packet-processing
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Environmental Sustainability. One of the objectives of this doctoral project
is to achieve the maximum performance of currently available hardware. By
accomplishing this objective, Internet services, especially NFV service chains, can
be implemented on fewer CPU cores (or fewer servers), which will lessen power
consumption, consequently decrease carbon dioxide emission, hence reduce the
ecological footprint of these services.

Societal Sustainability. In this work, we try to use different optimization techniques
to realize low-latency Internet service. Doing so will directly affect people’s
lives, which can increase their productivity and their quality of life. Additionally,
improving the performance of existing hardware also increases the processing
capability of existing devices. Consequently, many services and products might
become cheaper and more affordable, thereby leading to greater equity in society.

Economic Sustainability. By employing the contributions of this research, cloud
& service providers can use their resources more efficiently. Hence, they can serve
more users with their current deployed infrastructure, which not only postpones the
need for expansion but also reduces their CAPEX and OPEX.

1.8.2 Ethical Aspect
In the first part of this work, we exploit knowledge (i.e., Intel’s ComplexAddressing)
that has been shown by others to be usable for malicious purposes, such as
performing different types of cache attacks, building precise covert channels, and
accessing users’ valuable information. In contrast, we use this knowledge for
benevolent reasons, that is, to improve the performance of processors.

1.8.3 Security Aspect
Thiswork improves the efficiency and performance of existing hardware. Consequently,
Internet services can be deployed on fewer servers. Therefore, these services might
become more susceptible to cyberattacks. Additionally, a more in-depth study
of Intel’s Complex Addressing, done in the first part of this dissertation, might
lead to the development of new cache attacks. Furthermore, our IOMMU-related
work enhances I/O security by offering a higher-performance solution for the Linux
kernel.
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1.9 Dissertation Organization
This section outlines this doctoral dissertation’s structure, where it discusses three
main publications∗ (see Section 1.5.1), each in a separate chapter. Each chapter is
standalone and provides its necessary background and related works. The rest of
this dissertation is organized as follows:

• Chapter 2 exploits the cache architecture in recent Intel processors to
improve the performance of I/O intensive networking applications.

• Chapter 3 employs low-level optimization techniques to produce a whole-
stack optimized binary for NFs.

• Chapter 4 studies the performance implications of IOMMU at 200Gbps and
explores potential solutions in the Linux kernel to maximize IOTLB hits.

• Chapter 5 highlights the most relevant works related to this dissertation.

• Chapter 6 concludes this dissertation and proposes some directions for
future research.

∗Some parts of the text are adapted fromEuroSys’19 [26]&ASPLOS’21 [45] conference papers, an
under-submission PeerJ Computer Science journal article [53], and my previously published licentiate
thesis [69]. The authors of these articles retained the copyright and have given their joint approval for
the parts that appear in this dissertation.
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Chapter 2

Improving Hardware Cache
Utilization

A computer system is typically comprised of several CPU cores connected to
amemory hierarchy. Thememory hierarchy is composed of progressively
slower, bigger, and cheaper memories, see Figure 2.1. This hierarchy

beginswith CPU registers (i.e., fastest); followed by cachememories, located on the
processor’s die, and then continues with the main memory (i.e., Dynamic Random
Access Memory (DRAM)) and secondary memories such as Non-Volatile Memory
(NVM) and storage (e.g., Solid State Device (SSD) or Hard Disk Drive (HDD)).

CPU
Registers

Cache
L1, L2, L3 (aka LLC)

Main Memory
DRAM

Secondary Memory
NVM, SSD, HDD

Volume

Slower
Bigger

Cheaper

Faster
Smaller

More Expensive

< 4 
Cycles

4-34 
Cycles

60-100 
ns

> 300 
ns

Figure 2.1: Memory hierarchy.
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As mentioned previously, the time budget for processing packets at the link
rate of a hundred gigabits per second can be as small as 6.72 ns, which makes
the cache a valuable resource since every access to the DRAM or secondary
memories is quite expensive in terms of latency (as quantified in Figure 2.1). This
motivated us to investigate the architecture of cache memory in current processors
to identify opportunities to better exploit caching. This chapter starts by explaining
cache architecture. Next, it scrutinizes the Non-Uniform Cache Architecture
(NUCA) of LLC in Intel processors. Section 2.4 describes how the identified
opportunities were used to improve the performance of packet processing in time-
critical NFV service chains. In Section 2.3, these performance improvements
are quantified. Section 2.4 describes some of the limitations of the proposed
improvements. Section 2.5 summaries related work. The chapter ends with a
summary in Section 2.6.

2.1 Cache Architecture
Modern processors implement a hierarchical cache as a L1, L2, and level three
(L3), also known as the LLC. L1 and L2 caches are typically private to each
core, while LLC is shared among all CPU cores on a chip. The L1 cache is
typically based on the Harvard architecture, i.e., data and instructions are stored in
separate storage. However, other cache levels (i.e., L2 and L3) are usually designed
according to the von Neumann architecture, i.e., data and instructions are stored in
the samememory. Processors organize caches with a minimum unit of a cache line.
Moreover, processors use different cache placement policies: (i) direct mapped,
(ii) n-way set associative, and (iii) fully set associative. Figure 2.2 depicts these
policies, in which from left to right the efficiency increases, but they become slower
and more expensive.

Modern processors typically have a 64-B cache line. In addition, they are n-
way set associative, which means “n” cache lines form one set. The relationship
between the CPU’s cache size, cache associativity, and the number of cache sets is:

Number of Sets =
Cache Size

n-way Associativity× Cache Line Size

When a CPU needs to access a specific memory address, it checks the different
cache levels to determine whether a cache line containing the target address is
available. If the data is available in any cache level (aka a cache hit), the memory
access will be served from that level of cache. Otherwise, a cache miss occurs and
the next level in the cache hierarchy will be examined for the target address. If
the target address is unavailable in the LLC, then the CPU requests this data from
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Valid locations 
for a cache line

N way

M
sets

1
set

M×N way

Fully 
Set Associative

Direct
Mapped

M×N
sets

1 way

N-way 
Set Associative

Figure 2.2: Cache placement policies. Green boxes show the valid locations for a
cache line in each policy.

the main memory. A CPU can implement different cache replacement policies
(e.g., Least Recently Used (LRU)) to evict cache lines in order to make room for
subsequent requests.

The physical memory addresses are logically divided into different portions
(based upon an offset, set index, and tag, see Figure 2.3). The set index defines
which set in the cache can hold the data corresponding to a given address. By
concurrently comparing the tag portion of a given address with the tag portion of
the address of the cache lines available in one set, we can determine whether the
data corresponding to that address is present in the cache or not.

OffsetIndexTag

Physical Address bits

063

Figure 2.3: Physical address mapping within cache hierarchy.
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2.1.1 Last Level Cache (LLC)
Since the introduction of the Sandy Bridge architecture in Intel processors, LLC
is not unified, which is known as NUCA [72, 73]. Intel re-designed the LLC by
dividing the LLC into multiple slices [74]. In the first version of this re-design
the CPU cores and all LLC slices are interconnected by a bi-directional ring bus,
see Figure 2.4.

Figure 2.4: Non-uniform Cache Architecture in Intel processors.

Intel uses an undocumented hash-based scheme, called Complex Addressing,
that receives the physical address as an input and determines which slice should
be associated with that particular address. There have been many attempts to find
the slice mapping and reverse-engineer Intel’s Complex Addressing [75, 76, 74, 77,
78, 79]. For instance, Clémentine Maurice, et al., [79] use the uncore performance
monitoring unit (e.g., C-Box counters) to find the mapping. We employed the same
technique to find the mapping for a CPU with the Haswell architecture. The results
show that the mapping changes for every 64-B cache line (see Figure 2.5).
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Figure 2.5: Mapping for different cache lines in a 4-KiB page.

2.1.2 Opportunities
Due to the difference in paths from each core to the different slices in the LLC,
we expected to experience a difference in access times. To verify this hypothesis,
we designed a test application to measure the number of cycles needed to access
cache lines residing in different slices of LLC from a single core. All of these
measurements were made on a system running Ubuntu 16.04 (Linux kernel-4.4.0-
104) with 128GiB of DRAM and two Intel Xeon-E5-2667-v3 processors (i.e.,
Haswell architecture) running at 3.2GHz.

Figure 2.6 shows the results for core 0 when the cache lines are read from
different LLC slices. These results suggest that LLC access times are bimodal
since the caches are located on a physical ring bus, e.g., accessing slices 0, 2, 4,
and 6 require fewer CPU cycles. Additionally, these results show that reading data
from the appropriate slice (that is closest to the CPU core) can save up to ∼20
cycles in each access to LLC, which for the given clock speed is equal to 6.25 ns.
This saving could be aggregated, as cache misses in higher levels are inevitable
for some real-world applications. The aggregated savings can be used to execute
useful instructions instead of stalling, i.e., waiting for data to be available to the
CPU. Furthermore, the amount of saving is comparable with the time budget for
processing small packets being sent at 100Gbps (i.e., 6.72 ns).
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Figure 2.6: Access time to different LLC slices from core 0 in Xeon-E5-2667 v3
(Haswell).

We consider the NUCA characteristics of LLC as an opportunity to improve
cache performance/utilization. Next, we will discuss how the difference in the
access time can be exploited to improve the performance of packet processing done
by the virtual NFs.

2.2 CacheDirector
This section advances state-of-the-art networking solutions by exploiting theNUCA
characteristic of Intel’s LLC design in userspace packet processing. We proposed
CacheDirector [26], a network I/O solution that extends DDIO [27] and sends each
packet’s header directly to the appropriate slice in the LLC; hence, the CPU core
that is responsible for processing a packet can access the packet header in fewer
CPU cycles. To show the benefits of CacheDirector, we implement this solution as
an extension to the DPDK [80]. Note that the concept behind CacheDirector could
be applied to other packet processing frameworks. We used DPDK as it was easier
to prototype CacheDirector in userspace, but the same approach could be used for
kernel network stack optimizations (e.g., eXpress Data Path (XDP) [81]).

Figure 2.7 shows the difference between DDIO and CacheDirector. DDIO does
not take into account the complex addressing and it places packets randomly in
different slices, which results in inefficient cache accesses as the packet might be
placed in the furthest slice, see Figure 2.7a.
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Sending/Receiving Packets via DDIO 

(a) DDIO.

CacheDirector Sending/Receiving Packets via DDIO 

(b) CacheDirector.

Figure 2.7: DDIO vs. CacheDirector. Each box represents a packet, the color of
which is associated with the core that is responsible for processing it. The red lines
highlight the distance between the packets and their processing cores.
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CacheDirector improves cache performance by making DDIO slice-aware and
placing the packet’s header in the appropriate LLC slice. By doing so, when
the packet’s header is unavailable in higher cache levels (i.e., L1 and L2) but
the packet’s header exists in LLC, then it can be accessed from the closest slice,
see Figure 2.7b.

This section continues with some background about DPDK & its memory
management libraries and then elaborates the design principles & implementation
of CacheDirector.

2.2.1 Data Plane Development Kit (DPDK)
DPDK is a userspace network I/O framework, first developed by Intel. DPDK
enables direct communication between applications and network devices without
involving the Linux network stack. Additionally, DPDK offers a set of components
and libraries through its Environment Abstraction Layer (EAL) that can be used by
DPDK-based applications for packet processing. Table 2.1 shows the DPDK core
components responsible for memory management.

Table 2.1: DPDK memory management libraries.

Component Description
Ring Manager
(librte_ring)

Provides a ring data structure to
manage any sort of queue. The
ring manager is used by the Memory
Pool Manager to store buffers of
network packets and it can be used
to realize a general communication
mechanism between cores or between
applications.

Memory Pool Manager
(librte_mempool)

Allocates pools of objects as a
memory pool from a specific amount
of memory.

Network Packet Buffer Management
(librte_mbuf )

Manages memory buffers (mbufs).
These mbufs are created at DPDK
initialization time, stored in a
mempool, and then used by the
DPDK application to hold data (e.g.,
network packets).

During DPDK initialization, the NIC is unbound from the Linux kernel (e.g.,
Intel NICs) or it uses bifurcated drivers (e.g., NVIDIA/Mellanox drivers) to make
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userspace interaction with the NIC possible. After initialization, one or more
memory pools are allocated from hugepage(s) in memory. These memory pools
(aka mempools) include fixed-size elements (objects), created by the
librte_mempool library. DPDK’s memory management is Non-Uniform Memory
Access (NUMA) aware and it applies memory alignment techniques to improve
performance. In DPDK, network packets are represented by packet buffers (mbufs)
through the rte_mbuf structure. Buffer management allocates and initializes mbufs
from available elements in mempools. Each mbuf contains metadata, a fixed-
size headroom, and a data segment (used to store the actual network packet),
see Figure 2.8. The metadata includes a message type, length, starting address
of the data segment, and userdata. It also contains a pointer to the next buffer.
This pointer is needed when using multiple mbufs to handle packets whose size
is larger than the data area of a single mbuf. After initializing a driver for
all of the receiving and transmitting ports, one or more queues are configured
for receiving/transmitting network packets from/to the NIC. These queues are
implemented as ring buffers from the available mbufs in mempools. Finally, the
receiving ports are set with specific Media Access Control (MAC) addresses or to
promiscuous mode and then DPDK is ready to send and receive network packets.
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Figure 2.8: Simplified memory management in DPDK: the size of the mbuf struct
is equal to two cache lines (i.e., 128B) and the headroom size is fixed (default value:
128B) [26].

Communication between an application and NIC is managed in DPDK through
a Poll Mode Driver (PMD). PMD provides Application Programming Interfaces
(APIs) and uses polling to eliminate the overhead of interrupts. PMD enables
DPDK to directly access the NIC’s descriptors for both receiving and transmitting
packets. To receive packets, DPDK fetches packet(s) from the NIC’s Receive (RX)
descriptor into its receiving queues when the application periodically checks for
new incoming packets. To send packets, the application places the packets into
transmitting queues from which DPDK takes packet(s) and pushes them into the
NIC’s TX descriptor, see Figure 2.8.

2.2.2 Design and Implementation
The main objective of CacheDirector is to bring awareness of Intel’s LLC Complex
Addressing to DPDK. More specifically, incoming packets are placed into the
appropriate LLC slice, thus the core responsible for processing these packets can
access them faster. To achieve this goal, the buffer and memory pool manager in
DPDK initialize the mbufs so that they will be mapped to the appropriate slice.
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However, implementing this idea faces some challenges. These challenges and the
ways CacheDirector tackles them are described below.

Small chunks. Since Intel’s LLC Complex Addressing maps almost every cache
line (64B) to a different LLC slice, it is impossible to send large packets to the
appropriate LLC slice without packet fragmentation. To deal with this challenge,
CacheDirector ensures that at least the first 64B of each packet, containing the
packet’s header, are mapped to the appropriate LLC slice by introducing dynamic
headroom to the mbufs. As there are some applications that might access a
different part of the packet more frequently (e.g.,Virtual Extensible LAN and DPI),
CacheDirector can be configured to map any other 64-B portion of the packet to
the appropriate LLC slice.

Dynamic headroom. CacheDirector can dynamically change the amount of
headroom such that the starting address of the data area of a mbuf is at an address
which is mapped to the desired LLC slice for each CPU core using that mbuf at
run-time, see Figure 2.9. However, since DPDK assumes that the headroom is
fixed (e.g., 128B), setting the headroom size to values greater than this will result
in a reduction of the data area of mbufs (the default size is 2KiB). If the remaining
data area is less than the packet’s size, then DPDK uses multiple mbufs for one
packet, which might be an expensive operation as an application needs to traverse
a linked list to access the whole packet. To tackle this, we must find the maximum
amount of headroom required formbufs in order to ensure that no adverse shrinkage
of the data area will happen. Therefore, we performed an experiment in which
∼12.3 million packets from a campus trace were sent to a server and then calculated
the distribution of the dynamic mbufs’ headroom sizes. Figure 2.10 shows the
histogram of these values. The median of the distribution is 256B; 95% of the
values are less than 512B; and the maximum needed headroom size is 832B.
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Examining this distribution, we set the default headroom size to 832B to
ensure that the maximum desired data area is available - but this is at the cost of
extra memory usage. Note that extra memory usage does not affect performance
(e.g., does not increase TLB misses), as memory allocation is done by using
hugepages. The distribution of dynamic headroom size might vary in different
micro-architectures. However, differences in the distribution and memory wastage
are not a big concern, as they can be eliminated by handling the mbuf allocation
at the application level (e.g., in FastClick [24]). For instance, an application can
allocate one large mempool containing mbufs. Then, it can sort mbufs across
multiple mempools, each of which is dedicated to one CPU core, based on their
LLC slice mappings. However, we implemented CacheDirector in DPDK as an
application-agnostic solution.

Ensuring the appropriate headroom size. Since ambuf can be used bymultiple
cores, CacheDirector must ensure that the headroom size is set to the appropriate
value so that the first 64B of the data segment is mapped to the appropriate LLC
slice for the CPU core that will be fetching a packet from the NIC. Therefore, at run-
time, CacheDirector sets the actual headroom size just before giving the address to
the NIC for DMA-ing packets. We implemented this as a part of userspace NIC
drivers in DPDK. For example, when CPU core 5 wants to fetch packets from a
NIC, the NIC driver calculates the headroom such that the data segment of each
mbuf is in slice 5. It is worth noting that this step is unnecessary when mbufs are
sorted at the application level.

Mitigating calculation overhead. To avoid unnecessary run-time overhead, we
calculate the headroom needed to place the data segment of each mbuf into specific
LLC slices during DPDK’s initialization phase. These values are saved in the
userdata part (i.e., udata64) of the mbuf structure (metadata), see Listing 2.1.

Later, the NIC driver sets the actual headroom size based on the CPU core
that will be fetching a packet from the NIC by using these saved values. For
example, when CPU core 2 wants to fetch data from the NIC, the NIC driver
looks into the userdata part of each mbuf and sets its headroom according to the
pre-calculated value for slice 2. It is worth mentioning that we save the number
of cache lines instead of the actual headroom size and since 832 (the maximum
required headroom size) is 13 cache lines, 4 bits is sufficient for each core.
Therefore, our solutionwould be scalable for up to 16 cores on one CPU, as udata64
is 64 bits in size.
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Listing 2.1 Precalculated headroom sizes for different LLC slices in udata64.
union {

/* < Can be used for external metadata */
void *userdata;
/* < Allow 8-byte userdata */
uint64_t udata64;
struct {

uint8_t slice0;/*< Save headroom for slice0*/
uint8_t slice1;/*< Save headroom for slice1*/
uint8_t slice2;/*< Save headroom for slice2*/
uint8_t slice3;/*< Save headroom for slice3*/
uint8_t slice4;/*< Save headroom for slice4*/
uint8_t slice5;/*< Save headroom for slice5*/
uint8_t slice6;/*< Save headroom for slice6*/
uint8_t slice7;/*< Save headroom for slice7*/

}slice_off;
};
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2.3 Evaluation
In this section, we demonstrate CacheDirector’s effectiveness by evaluating the
performance of DPDK with and without CacheDirector functionality for two
different types of applications in NFV systems: a simple forwarding (Section 2.3.2)
and a stateful service chain (Section 2.3.3).

2.3.1 Context of the Evaluation
The evaluation will use the testbed described in Section 2.3.1.1 to evaluate two
applications using the data described in Section 2.3.1.2 and the measurement
method described in Section 2.3.1.3.

2.3.1.1 Testbed

A testbed, based on the design described in [82], is used in our experiments. In
this setup, we use a simple desktop machine as a Plain Orchestration Service
(pos) for deploying, configuring, and running experiments as well as collecting and
analyzing the data (see Figure 2.11). In addition, we have connected two identical
servers, one as Load Generator (LoadGen) and another one as Device under Test
(DuT)which is running a virtual NF. These twomachines each have dual Intel Xeon
E5-2667 v3 processors, 128GiB of DRAM, and a NVIDIA/Mellanox ConnectX-4
MT27700 card. The LoadGen has a dual port NVIDIA/Mellanox NIC. In all of the
experiments on DuT, hyper-threading is disabled, and one CPU socket (including
8 CPU cores) on which we run experiments is isolated. The Operating System
(OS) is Ubuntu 16.04.4 with Linux kernel v4.4.0-104. In order to implement the
CacheDirector functionality in DPDK, we extended DPDK v18.05 and we disabled
Vectorized PMD (vPMD).

NIC NIC

NIC

LoadGenDuT
P1 P1

P2

pos

11

2

3

Loopback

1

2

3

Configure Testbed

Run Experiment

Gather Data

Figure 2.11: Experiment setup [26].
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2.3.1.2 NFV

To see the impact of CacheDirector on NFV service chains, we evaluate the
performance of Metron [16], a state-of-the-art platform for NFV, in the presence of
CacheDirector. We implemented two different applications, a simple forwarding
and a stateful service chain, using Metron’s extension of FastClick [24]. In our
experiments, we use a campus trace∗, in which 26.9% of frames are smaller than
100B; 11.8% are between 100 & 500B; and the remaining frames are more than
500B.

2.3.1.3 Measurement Method

For measuring end-to-end latency, we follow the black-box approach explained
in [82], where data is collected on the egress/ingress port of the LoadGen to
measure throughput and latency. To do so, the LoadGen writes a timestamp in each
packet’s payload and sends the packet to the DuT which is running a virtual NF.
After processing the packets, DuT sends the packets back to the LoadGen. Upon
receiving each packet, the LoadGen reads the saved timestamp inside each packet’s
payload and calculates throughput and the end-to-end latency for each packet. This
latency is composed of three parts: queuing delay & processing time at LoadGen;
link delay; and queuing delay& processing time at DuT. CacheDirector only affects
the processing time of packets at the DuT and consequently the queuing delay on
that side. To assess the delays not due to the DuT, we run a loopback experiment
in which the two ports of LoadGen were interconnected back to back (P1 and P2
in Figure 2.11), i.e., traffic sent from one port of LoadGen is received by the other
port without any additional processing. By doing so, we are able to measure and
characterize the effect of the link latency and extra overheads of the LoadGen, such
as queuing and timestamping costs. From this point on, we refer to this portion
of the end-to-end latency as “loopback” latency. We measure this latency for all
configurations and we removed the minimum value of the loopback latency from
the end-to-end latency in the measurements (unless stated otherwise).

2.3.2 Simple Forwarding
The simple forwarding application swaps the sending and receivingMACaddresses
of the incoming packets and sends them back to LoadGen. This application assesses
the impact of CacheDirector on stateless or low-processing network functions. We
ran this application for different numbers of cores and different sets of traffic. Here
we discuss only the results for two sets of traffic while using 8 cores on one CPU
socket: (i) five thousand 64-B packets generated by the FastClick RatedSource

∗The same trace that was used in [16].
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module at the rate of 1000 Packet Per Second (pps) and (ii) mixed-size packets
from the real trace at 100Gbps.

2.3.2.1 64 B Packets at Low Rate

CacheDirector only affects the processing time of packets at the DuT and
consequently the queuing delay on that side. Therefore, to minimize the queuing
effect and to see the pure impact of CacheDirector we send five thousand 64-B
packets at a low rate (i.e., 1000 pps). Figure 2.12 shows the variation of the
higher percentiles of end-to-end latency for 50 such runs. This figure shows that
CacheDirector reduces the higher percentile latencies by around ∼20% which is
equal to 1 µs improvement per packet on the DuT side. It is important to note
that even improvements of 1 µs must not be ignored since 1 µs is equal to 3200
CPU cycles for a processor running at 3.2GHz, which could be utilized to process
packets instead of stalling. This becomes evenmore critical for 100Gbps links, as a
server has only 6.72 ns (i.e., ∼17 cycles) to process a 64-B packets before receiving
a new packet.
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Figure 2.12: End-to-end latency without loopback latency for 64 B packets sent at
the rate of 1000 pps. At each percentile, the left box refers to DPDK and the right
one DPDK with CacheDirector. The minimum loopback latency is 9 µs [26].
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2.3.2.2 Mixed-size Packets at 100 Gbps

To assess CacheDirector’s impact at gigabit-per-second link speeds, we send
packets from the campus trace with mixed-size packets at 100Gbps. Figure 2.13
shows the results of 50 runs, in which we use Receive Side Scaling (RSS) [83] to
distribute packets among 8 cores. The improvement in tail latencies for mixed-size
packets at this rate is even greater than for 64B packets. The top row of Table 2.2
shows the measured throughput for this experiment. The ∼76Gbps limit for the
forwarding application is due to the NVIDIA/MellanoxNIC’s limitation for packets
smaller than 512B [84] and other architectural limitations such as PCIe [49] and
DDIO∗.

Table 2.2: Throughput and average improvement in throughput while sending
mixed-size packets at the rate of 100Gbps.

Scenario Throughput (Gbps) Improvement (%)
Simple Forwarding 76.58 0.0407
Router-NAPT-LB
(FlowDirector
with H/W offloading)

75.94 0.0359

Router-NAPT-LB (RSS
w/o H/W offloading)

42.77 0.2367

∗DDIO uses a limited number of ways in LLC for I/O. The default number of ways is 2, which is
equal to 10% in our CPU that has 20 ways in LLC [85, 27].
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Figure 2.13: End-to-end latency and improvement for a simple forwarding
application running on 8 cores with mixed-size packets at 100Gbps with RSS.
The minimum loopback latency is 495 µs. The values show the median of 50 runs.
Error bars represent 1st and 3rd quartiles [26].
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2.3.3 Stateful Service Chain
To show the practicality and benefits of CacheDirector, we ran Metron [16] to
evaluate the performance of a stateful NFV service chain built from three network
functions: a router, a NAPT, and LB using a flow-based Round-Robin policy. For
the router, we followed Metron’s approach, in which the routing table of the router
with 3120 entries is offloaded to the NVIDIA/Mellanox NIC by using its flow
steering capabilities (aka FlowDirector technology [57]), while the remainder of
the router’s functionalities is handled in software.

2.3.3.1 Mixed-size Packets at 100 Gbps

For this evaluation, packets were generated using the campus trace, and the
results from 50 runs are shown in Figure 2.14. The second row of Table 2.2
(on page 36) showed the throughput for this experiment. Since this service
chain is more memory-intensive compared to the simple forwarding application,
the gain in increased throughput becomes more tangible for the Router-NAPT-
LB. Note that using FlowDirector changes the trend in latency improvements
(compare Figure 2.13 and Figure 2.14). The improvements are increasing for
RSS, i.e., the improvement for the 99th percentile is higher than for the 90th

percentile. However, the improvements for FlowDirector behave in the opposite
way (i.e., the performance gain is decreasing). We observed that FlowDirector
reduces contention in each slice by performing better load balancing compared to
RSS for the campus trace that was used. Moreover, we believe that the reason for
this behavior may also be related to DDIO’s 10% limit [85] and the slice imbalance
incurred by RSS.
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Figure 2.14: CDF of end-to-end latencywithout loopback latency and improvement
for a stateful service chain (Router-NAPT-LB) running on 8 cores while
sending mixed-size packets at the rate of 100Gbps with H/W offloading using
FlowDirector. The minimum loopback latency is 495 µs. The values show the
median of 50 runs [26].
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2.3.3.2 Tail Latency vs. Throughput

To see the impact of CacheDirector on a not fully-loaded system, we measured
the performance of Metron with and without CacheDirector for different loads.
Figure 2.15 illustrates the data points and fitted curves for this experiment. The
fitted curves are defined as piecewise functions, wherein the lower (Throughput less
than 37Gbps) and higher (Throughput≥ 37Gbps) parts of data points are fitted to
linear and quadratic functions, respectively. The results show that our technique
slightly shifts the knee of the tail latency vs. throughput curve, which means
CacheDirector would still be beneficial while the system experiences a moderate
load (i.e., around 50Gbps) and before the tail latency starts growing dramatically.
Equation (2.1) and Equation (2.2) show the fitted curves whereX is the throughput
in Gbps.
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Figure 2.15: Tail latency (99th percentile) vs. Throughput for a stateful service
chain (Router-NAPT-LB) running on 8 cores while sending mixed-size packets at
different rates with H/W offloading using FlowDirector. Note that the values of tail
latency include loopback cost. The data points show the median of 50 runs. The
solid lines represent the fitted curves (i.e., piecewise functions) to the measurement
points [26].
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DPDKfit(x) =

{
15.61 + 0.2379x x < 37

1977− 95.18x+ 1.158x2 x ≥ 37
(2.1)

CacheDirectorfit(x) =
{

15.78 + 0.2415x x < 37

2154− 102x+ 1.216x2 x ≥ 37
(2.2)

2.3.4 Summary of Evaluation
In this section, we showed that using CacheDirector brings slice awareness to
packet processing. Doing so can reduce the average latency by up to ∼6% (14 µs)
and more importantly tail latencies (90-99th percentiles) by up to∼21.5% (119 µs)
for NFV systems. By doing so, we improved the performance of a highly tuned
NFV platform that works at the speed of the underlying networking hardware.

The reason for this improvement is that CacheDirector places the packet header
into the appropriate LLC slice. As a result, any time the CPU requires the content
of the packet header when it is not present in the L1 and L2 caches but available
in LLC, the CPU stalls for fewer cycles waiting for the packet header to be brought
into the higher cache levels; therefore, the CPU can process packets faster, which
results in more frequent fetching of enqueued packets. Hence, the queuing delay is
reduced. CacheDirector offers NFV service providers a tangible gain as they can
utilize their system’s capacity more efficiently while providing a more predictable
response time to their customers and reducing their Service Level Objective (SLO)
violations due to reduced tail latencies [86].

Despite CacheDirector improvements, we observed that sending packets to
the appropriate slice is not always beneficial and some situations show only a
small gain. For instance, running the stateful NFV service chain (Router-NAPT-
LB) while using CacheDirector without offloading the routing table into the NIC
decreases the improvement for the 99th percentile latency from 34 µs to 4 µs,
see Figure 2.16 and the bottom row of Table 2.2 (on page 36). The reason for this
behavior is due to the router lookups being performed in software, which not only
reduces CacheDirector’s effectiveness but also degrades the overall performance
of the service chain as throughput is reduced from ∼76Gbps to ∼42Gbps.
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Figure 2.16: Improvement for a stateful service chain (Router-NAPT-LB) running
on 8 cores with mixed-size packets at the rate of 100Gbps with RSS and without
any hardware offloading. This experiment was run 100 times. The maximum
improvement is ∼1% for 99th percentile.

2.4 Limitations
This section elaborates limitations and other aspects of CacheDirector. Section 2.4.1
describes the status of the NIC drivers currently supported. Section 2.4.2 describes
the effect of noisy neighbors on performance. Finally, Section 2.4.3 questions the
applicability of CacheDirector to newer CPU architectures.

2.4.1 NIC driver support
CacheDirector is implemented in DPDK for the MLX5 driver (which supports
NVIDIA/Mellanox ConnectX-4, ConnectX-5, and ConnectX-6 network adapters)
and does not presently support vPMD.

2.4.2 Noisy neighbor effect
Since LLC is shared among the different cores, having a noisy neighbor degrades
performance. In CacheDirector, we force part of our data to a single LLC slice;
hence the degradation caused by a noisy neighbor may be more visible than
when we are not slice-aware. The noisy neighbor effect is not limited to another
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application running on a different core. For instance, when DuT is receiving large
packets (i.e., 1500B), DDIO technology loads the whole packet (of ∼24 cache
lines) into different LLC slices, hence previously enqueued packets can be evicted
from the LLC when LoadGen sends at 100Gbps, despite the fact that packets
were sent to the LLC by DDIO. This can also happen without CacheDirector, but
the probability of eviction in LLC when using CacheDirector is proportional to

1
Number of LLC slice which is greater than the normal case, i.e., 1

(Number of LLC slice)2 . In
practice, one can use multiple slices for memory allocation as Section 2.1.2 showed
that LLC access times are bimodal, which can result in a lower probability of LLC
eviction.

2.4.3 Portability
It has been shown in [26] that the access time differences in LLC still exist in newer
CPU architectures (e.g., Skylake). However, the benefits of CacheDirector might
decrease as newer architectures implement a larger L2 cache with a non-inclusive
policy.

2.5 Related Works
This section discusses other efforts relevant to fast packet processing.

NFV is a transition toward deploying network functions on general-purpose
hardware as opposed to using specialized physical boxes. To achieve high
throughput and low latency with commodity hardware, NFV applications mostly
employ userspace packet processing frameworks to eliminate the costly traditional
kernel-based network stack [87, 80, 88, 89]. In addition to userspace I/O
frameworks, there have also been efforts to optimize the kernel network stack [81,
90, 91]. Additionally, several efforts have been made to improve NFV application
performance when running over userspace I/O frameworks [16, 92, 17, 93, 94, 95,
96]. Furthermore, there are a limited number of works that employed CAT to
mitigate the noisy neighbor effect and improve NFV performance [97, 98, 99]. Our
work can be seen as complementary to these works since none of them considered
NUCA characteristics of LLC to improve performance.
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2.6 Summary
In this chapter, we studied the cache architecture in recent Intel processors and
identified an opportunity for improving cache performance. Then, we proposed
CacheDirector, a network I/O solution that places the packets’ header into the
appropriate LLC slices. The result of our experiment showed that CacheDirector
could cut the tail latency (90th - 99th percentiles) of time-critical NFV service
chains by up to ∼21.5%. The main takeaway of this chapter is that performing
efficient packet processing at multi-hundred-gigabit-per-second requires a better
understanding of the underlying hardware and making the most out of cache
memories.
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Chapter 3

Optimizing Software-Based
Network Functions

NETWORKING has shifted from inflexible, proprietary, and
specialized hardware toward SDN and NFV. Today, many network
appliances are realized using commodity hardware and the network

functions are increasingly software-driven. The flexibility and programmability
of such platforms has led to the emergence of many software networking solutions.
Unfortunately, the introduction of multi-hundred-gigabit-per-second network
equipment and dramatic increases in the telecommunication bandwidth strain the
performance of commodity hardware [100]; see Section 1.2. While many try to
introduce in-network processing via modern hardware (e.g., P4 architecture [101]
and modern & programmable NICs) to address the performance limitations of
commodity hardware [102], many network functions are deployed on commodity
hardware, via unspecializedmodular software, as software-based packet processing
is being promoted by Ericsson, Cisco, and Intel [41, 42, 43]. Unfortunately,
software-based networking solutions have come at the price of lower performance.

This chapter focuses on optimizing the performance of software packet
processing frameworks. To do so, we (i) introduce a new model to efficiently
manage packet metadata and (ii) employ code-optimization techniques to better
utilize commodity hardware. Our optimizations make it possible to better utilize
both instruction & data cache memories, which is aligned with our previous
optimizations described in Chapter 2. This chapter starts by briefly describing the
existing packet processing frameworks and their critical hindrances to performance.
Later, we present our system, called PacketMill, which grinds the whole packet
processing stack, from the high-level network function configuration file to the low-
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level userspace network (specifically DPDK) drivers, to mitigate inefficiencies and
produce a customized binary for a given network function.

3.1 Software Packet Processing
Many network operators & providers have shifted toward pure software solutions
that can be run on COTS servers, aka commodity hardware, to (i) avoid proprietary
inflexible hardware middleboxes and to (ii) reduce CAPEX&OPEX. These efforts
can be classified into three main categories [103, 104]:

1. Low-level building blocks for realizing I/O frameworks (e.g., DPDK [80],
PF_RING ZC [105], netmap [87], and XDP [81]).

2. Specialized virtual NF as a unified piece of software (e.g., Open vSwitch
(OVS) [106], ESwitch [44], PacketShader [89], and DPDKStat [107], and
FlowMon-DPDK [108]).

3. Modular frameworks for composing network functions (e.g., Click [109],
FastClick [24], Vector Packet Processing (VPP) [110], the Snabb NFV
project [111], and BESS [112, 113]).

This chapter focuses on the third category, i.e., modular network function
composition frameworks. We briefly discuss some of the popular frameworks for
packet processing.
Click introduced one of the first modular architectures for building software
routers [109]. The building blocks of Click are called elements. These elements
can be connected together to compose a graph defining a complex network function.
Each element implements a simple function (e.g., packet classification, queuing,
and decrementing Time to Live (TTL)). During the initialization phase, Click
parses the input processing graph, provided by the user, and virtually builds the
control flow graph. Later, Click executes the elements while traversing the graph
for every packet. FastClick [24] is a high-speed variant of Click that leverages
different acceleration techniques (e.g., linked-list batching) and integrates kernel-
bypass networking frameworks (i.e., DPDK and netmap) into Click.
VPP or Vector Packet Processing framework is a software router, developed by
Cisco, which focuses on L2–L4 packet processing based on vector processing,
allowing users to configure the forwarding graph and process packets in batches.
In VPP, each traversed node in the dataflow graph processes all packets in a batch
(called a vector) before moving to the next node. The VPP design applies a number
of optimization techniques and supports interrupt mode when using native drivers.
VPP is part of Fast Data Project (FD.io), i.e., a collaborative open-source project
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aimed at establishing a high-performance I/O services framework for dynamic
compute environments, and it has teamed up with Intel to take advantage of Single
Instruction/Multiple Data (SIMD) instructions (e.g., SSE & AVX) as much as
possible.
BESS or Berkeley Extensible Software Switch (aka SoftNIC [112]) is another
modular framework that was inspired by Click but simplifies & extends Click’s
design choices. BESS [113] introduces a set of built-in modules that can be
connected and fed to a daemon process. The demon process deals with packet
scheduling (enabling traffic prioritization) and processing. BESS is the base for
a programmable platform called SoftNIC that augments NIC functionalities in
software and claims to provide comparable performance to hardware with more
flexibility [112]. BESS was designed with an eye toward utilizing new hardware
NIC features and kernel-bypass technologies (e.g., DPDK), thereby achieving
better performance compared to Click [109] by leaving out the unused & old
implementation.

Next, we discuss two important factors imposing performance limitations to
process packets atmulti-hundred-gigabit-per-second rates, i.e., (i) code inefficiency
and (ii) patched∗ metadata management.

3.1.1 Code Inefficiency
Packet processing frameworks are built based on a modular design to bring a higher
degree of flexibility and to simplify the composition of complex network services,
by customizing and connecting simple monolithic elements. These frameworks
usually adapt a general-purpose binary based on an input configuration file, which
results in many inefficiencies, such as virtual calls, dead code, and unordered basic
blocks. More specifically, the binary dynamically creates the control flow graph
based on the input file and then executes it. All of the above frameworks utilize
different acceleration techniques, such as kernel-bypass techniques and batch
processing to achieve performance comparable to custom hardware appliances.
However, as general-purpose processors were not optimized for packet processing,
they do not provide the same performance as specialized hardware. Moreover, the
modular & flexible design of these frameworks prevents them from achieving the
performance of the underlying hardware.
Optimization Efforts. Two relevant attempts to overcome code inefficiencies in
packet processing frameworks are:
1 One way to mitigate code inefficiencies is to employ compiler optimization
techniques, such as static class analysis, dead code elimination, instruction selection,

∗We use patch since packet processing frameworks have tried to adapt themselves to work with
DPDK.
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and inlining. Kohler et al., [114] introduced a Click optimization toolkit to
eliminate modular inefficiencies in Click and improve its performance. This toolkit
is mainly a source-to-source tool that scans a Click-language file and employs
optimization techniques, resembling general compiler optimizations, to transform
the code into a more efficient version. More specifically, the Click optimization
toolkit reads a Click configuration file, builds a graph of elements, analyzes &
transforms the graph, and finally produces a more optimized configuration file
and/or source code. The Click optimization toolkit includes a number of tools:
click-fastclassier, click-devirtualize, click-dxform, and
click-undead. Themost relevant tool to ourwork isclick-devirtualize,
which is a static class analysis tool that devirtualizes function calls, i.e., replacing
virtual function calls during graph traversal with direct calls extracted from the
graph analysis. click-fastclassifier is a dynamic code generation tool
that generates new source code for classifiers based on the specific decision
tree and replaces the generic classification elements with more specialized ones.
click-xform tool resembles instruction selection or peephole optimization. It
reads a Click configuration file to identify occurrences of arbitrary patterns and
replacement subgraphs. Then, for each pattern’s occurrence - it replaces in the
source code a collection of general-purpose elements with optimized combined
elements with lower overhead. By doing so, the number of elements in the
forwarding path is potentially reduced, which lowers the cost of virtual calls.
Finally, click-undead optimizer, similar to dead code elimination, removes
unused elements from a Click configuration file.
2 Protocol space mismatch can occur between development and deployment
phases, leading to redundant logic. Bangwen et al., [115] proposed a tool, called
NFReducer, which employs classic compiler optimization techniques to eliminate
redundant logic from a configured NFV instance. NFReducer has been developed
using LLVM and it utilizes a symbolic execution engine (i.e., KLEE [116]) to
filter out infeasible paths of NFs. This tool performs three main optimizations
based on the NF configuration: (i) excluding unrelated logic from NFV code; (ii)
applying constant propagation, constant folding, and dead code elimination; and
(iii) eliminating cross-NF redundancy when multiple NFs are chained.

3.1.2 Patched Metadata Management
Packet processing usually requires additional information beyond the raw packets
(i.e., bits received from the wire). The extra information is divided into two
categories: (i)metadata and (ii) packet annotations (aka user/applicationmetadata).
The former contains additional details on the raw packet/buffer itself, such as its
length, timestamp, checksum, and pointers to different protocol stacks in the packet,
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which are required to operate on the raw packets. The latter is the information used
during the packet processing, i.e., the information that has to be calculated/extracted
from the packet at one place and used in another place [109], such as VLAN
ID, MPLS label, source & destination IP addresses & ports, statistics, and Wi-
Fi association. The metadata is usually defined by the driver and the NIC, whereas
the (packet) annotations are derived and used by the application. Next, we briefly
explain the evolution of metadata management, starting from the Linux kernel.

The Linux kernel uses sk_buff data structures, aka socket buffers, to manage
& handle network packets∗. An sk_buff contains many metadata fields (the
size/number of which depends on the protocol standards) to facilitate manipulation
of packets, see linux/skbuff.h. Each sk_buff also provides a fixed 48-B free space,
aka control buffer (cb), which can be used for application-specific annotations [117,
118].

Since Click started as a kernel-space packet processing framework, it developed
a metadata class, called Packet, for handling packets, inspired by sk_buff.
Packet had pointers to different protocol headers (e.g., network layer and transport
layer). Additionally, it likewise reserved 48B to be used by Click elements for
storing packet annotations. As 48-B space may not be enough, developers had to
carefully prevent collisions.

Modern packet processing frameworks (e.g., FastClick, BESS, and VPP) utilize
kernel-bypass libraries (e.g., DPDK and netmap) to achieve zero-copy packet
transfers and eliminate Linux kernel stack costs. In the rest of this chapter, we
focus on DPDK-based packet processing.

DPDK uses mbufs to carry network packets/buffers. Each mbuf has three
sections: (i) a rte_mbuf data structure containing the metadata, (ii) a fixed-
size headroom reserved for prepending/appending data, and (iii) a data segment
used for storing the raw packet [119]. Each rte_mbuf struct is only two cache
lines† (i.e., 128B) to keep it as small as possible, leaving the management of
packet annotations to the application (i.e., the packet processing framework).
DPDK provides userspace NIC drivers, aka PMD, which enables the direct
interaction of an application with the NIC. DPDK allocates mbufs (metadata
+ headroom + data) in its initialization phase. Subsequently, PMD uses these
pre-allocated mbufs to receive/transmit packets at run-time. To receive packets,
PMD passes the mbuf data address & its driver-specific descriptors to the NIC
so that the NIC can DMA the received packets and their metadata to these
addresses. Later, when the PMD detects a DMA completion via polling, PMD
copies the relevant information from the driver descriptors to the mbuf metadata
(i.e., rte_mbuf struct). To transmit packets, PMD performs a similar operation

∗BSD buffers are called mbufs.
†The most frequently used fields are defined to be in the first cache line.

https://elixir.bootlin.com/linux/latest/source/include/linux/skbuff.h
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(i.e., updating driver-specific descriptors) before passing the mbuf data address
& driver descriptors to the NIC. Unfortunately, integrating DPDK with packet
processing frameworks causes metadata management to become a bottleneck,
thereby realizing suboptimal performance at multi-hundred-gigabit-per-second
rates. This performance degradation happens for three reasons:

First, modern packet processing frameworks typically employ batch processing
to improve cache locality, i.e., an application receives a batch of packets, processes
them, and then asks for another batch. Therefore, the number of packets’ metadata
required at any given time is equal to the batch size (i.e., the number of packets
received from the PMD). However, DPDK uses a distinct rte_mbuf for every
packet, which reduces the probability of the metadata data structures remaining
in the cache. More specifically, warm cache lines containing recently processed
packets’ metadata may be evicted to make room for the newly arrived packets’
metadata. An optimal solution would use a limited number of metadata data
structures (e.g., rte_mbuf) and keep them in the cache.

Second, since the rte_mbuf struct does not provide enough space for
storing/keeping (packet) annotations, packet processing frameworks have to allocate
larger data structures to enable/facilitate packet processing. Figure 3.1 compares
the two common ways to extend the rte_mbuf metadata, which we refer to as
“Copying” vs. “Overlaying”.
Copying. This method is mainly used by Click & FastClick. They handpick,
via copying or converting, the information useful for packet processing from the
rte_mbuf struct into their own data structure (i.e., Packet class [120]) that
contains a 48-B space for annotations, see 1 in Figure 3.1. Unfortunately, this
method is inefficient because it involves two copy/conversion operations: (i) driver
descriptors to rte_mbuf struct and (ii) rte_mbuf struct to Packet object.
Overlaying. Some packet processing frameworks (e.g.,BESS) overlay the beginning
of their data structures on therte_mbuf and cast it to avoid copying& conversion,
see 2 in Figure 3.1. They insert their dynamic metadata or annotations after the
rte_mbuf struct and before the headroom. More specifically, BESS uses the
sn_buff struct (recently renamed to Packet [121]), where they provide a 384-B
space for storing the rte_mbuf struct, 64-B for the immutable fields (e.g., packet
address and socket ID), 128-B static/dynamic metadata fields, and 64-B space for
a module’s & driver’s internal use [122].
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Figure 3.1: Common metadata management methods in packet processing
frameworks (Copying vs. Overlaying) [45].

VPP follows a similar approach, where they use vlib_buffer_t to store the
buffers’ metadata. vlib_buffer_t is also known as the primary buffer metadata
used by the vector library (vlib). VPP overlays the beginning of its data structure
with the rte_mbuf struct, but does not use it. Instead, it copies/converts some
fields from the DPDK data structure into the vlib_buffer_t, as it needs to make
the metadata format fit for Streaming SIMD Extensions (SSE) instructions, see
2bis in Figure 3.1.

FastClick also supports Overlaying, which should be enabled at compile time.
It casts every rte_mbuf into a Packet object and then (similar to BESS) inserts
its annotations after it [120].
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Although overlaying mitigates the cost of copying, it is still inefficient since
packet processing frameworks have to adapt their format to the DPDK format (e.g.,
BESS) and/or do a transformation (e.g., VPP), which often results in carrying
unnecessary fields while processing packets, thereby reducing cache locality.

Third, since different NFs require different information for processing a packet,
using one standard data structure to keep the metadata & packet annotations is
non-optimal, as it could spread the required information over multiple cache lines,
thereby increasing cache occupancy and increasing the number ofmemory accesses
needed to process a packet. A performant design should change the type and/or
order of variables used to keep the metadata & packet annotations based on the
functionality of a given NF.

The next section introduces our system, called PacketMill, which tries to
mitigate the code & metadata inefficiencies discussed in this section.

3.2 PacketMill
This section explains PacketMill, our proposed system for optimizing the
performance of modular software packet processing frameworks. Our goal is
to mitigate the inefficiencies discussed in Sections 3.1.1 & 3.1.2. To do so,
PacketMill introduces a new metadata management model, called X-Change, to
enable metadata customization while improving cache locality. Additionally, it
modifies the code based on the input configuration file – as this contains information
that assists in the compilation process. Figure 3.2 shows our proposed pipeline to
produce a specialized binary for a given NF configuration, where numbered (green)
shapes are proposed by us. We start by explaining the metadata management model
and then continue with our efforts to mitigate code inefficiencies.

3.2.1 Efficient Metadata Management
Section 3.1.2 discussed the problems associated with the current ways of managing
metadata in DPDK-enabled packet processing frameworks. Current packet
processing frameworks rely on the generic rte_mbuf to store metadata, which
requires adaptation& extra overhead/effort to process packets efficiently. PacketMill
introduces a newmetadatamanagementmodel (X-Change) that enables frameworks
developed on top of DPDK to exchange their customized/specialized metadata
buffers with the userspace DPDK drivers (i.e., PMD) and to bypass rte_mbuf,
thus addressing the second problem in Section 3.1.2. Additionally, PacketMill’s
metadata management model makes it possible to use a limited number of metadata
buffers (e.g., 32) to improve cache locality and prevent unnecessary cache evictions,
thus solving the first problem in Section 3.1.2. It aims to provide efficiency
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while ensuring backward compatibility for previously developed DPDK-based
applications. To achieve our goals, we developed an API within DPDK, which
required some changes to DPDK’s PMDs, see 1 in Figure 3.2.
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Figure 3.2: PacketMill Overview [45].

Implementation. To showcase X-Change, we modified MLX5∗ PMD (used by
NVIDIA/Mellanox NICs). We add a header file (.h) and a source file (.c) to the
MLX5 source code. The header file defines conversion functions for both RX &
TX paths to assign/copy different metadata fields, as opposed to the current typical
DPDK implementation where PMD directly assigns the metadata to a rte_mbuf
struct. Note that these functions will eventually get inlined, as we use Link-Time
Optimization (LTO). Listing 3.1 compares our proposed approach and the default
DPDK behavior with a simple example.

∗Our current prototype does not support vectorized PMD, so we have disabled it in all of our
experiments, except those described in Section 3.3.1.
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Listing 3.1 X-Change introduces conversion functions instead of directly writing
to the rte_mbuf struct. The code shows an example for setting the VLAN TCI
field in the driver.
/* Default DPDK */
pkt->vlan_tci = rte_be_to_cpu_16(cqe->vlan_info);

/* X-Change */
xchg_set_vlan_tci(pkt, rte_be_to_cpu_16(cqe->vlan_info));



Optimizing Software-Based Network Functions | 55

The source file implements the standard behavior of DPDK (i.e., using
rte_mbuf). Consequently, since DPDK compiles our pre-implemented source
file by default, X-Change enables full backward compatibility to metadata-agnostic
applications. However, it enables developers to re-implement the conversion
functions and customize DPDK’s metadata to their needs, thereby enabling the
PMD to write the metadata directly to their application’s data structures. Moreover,
X-Change makes it possible to easily try out (or switch between) different metadata
management models with low overhead (i.e., simply by linking to a different
object file implementing the conversion functions). Listing 3.2 shows an example
re-implementation of a conversion function.

Listing 3.2 X-Change simplifies the metadata management. The code compares
the default DPDK and a custom implementation to set the VLAN TCI field.
/* X-Change Implementation of Default DPDK */
void
xchg_set_vlan_tci(struct xchg* pkt, uint16_t vlan_tci) {

((struct rte_mbuf*)pkt)->vlan_tci = vlan_tci;
}

/* X-Change Implementation for Custom Buffers */
void
xchg_set_vlan_tci(struct xchg* pkt, uint16_t vlan_tci) {

SET_VLAN_ANNO((Packet*)pkt, vlan_tci);
}

PacketMill’s model also proposes a new way to interact with PMD. The default
DPDK implementation asks applications to provide an empty array of pointers in
order to receive packets. Later, PMD fills this array with the address of received
packet buffers (i.e., the metadata and the raw packet), and DPDK provides new
untouched packet buffers to the PMD to replace the cached buffers used for
the received packets. However, X-Change enables applications to provide their
own packet buffers to the PMD. By doing so, the PMD can directly write into
the application’s metadata and “exchange” the used buffers (containing received
packets) with the newly received ones from the application. X-Change uses a
similar workflow for the TX path. After processing the received packets, the
application passes the processed buffers to the PMD. Subsequently, the PMD
copies/converts the application’s metadata to the NIC descriptors and does a swap
of the previously sent buffers, sitting in the transmit ring, with to-be-sent buffers;
thus, the application has as many empty buffers as it has sent (which can be
exchanged again in the RX path).
Summary. X-Change is an optimization to DPDK that provides custom buffers to
drivers; thus, metadata can be directly written into the applications’ buffers rather
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than using an intermediate DPDK metadata (i.e., rte_mbuf). X-Change uses
conversion functions instead of direct assignment to set the metadata fields. The
X-Change implementation (i.e., the definition of different conversion functions) is
dependent on the driver’s features and descriptors. A recent work called TinyNF,
done by Pirelli et al., [123], proposes a simple and formally verifiable driver
model (for Intel 82599 NIC) that removes the need for dynamic packet metadata.
However, it prevents buffering of packets, such as switching packets between cores,
reordering packets, and stream processing, which introduces lots of drawbacks
for some network functions. In contrast, X-Change also reduces the number of
metadata buffers, but without imposing those restrictions. Moreover, X-Change
is more generic (as opposed to TinyNF) since it pushes programmability into the
driver, making it possible to implement buffer exchanging, or even TinyNF, without
re-compiling DPDK. X-Change results in the following improvements:

• Enables applications to use their tailored metadata and to bypass the generic
rte_mbuf, thus avoiding unnecessary copy/transform operations and cache
evictions;

• Pushes down part of the application’s RX/TX loops to initialize packet annotations
into the PMD, thereby simplifying the application’s processing path;

• Limits the amount of metadata used to the application’s requirement (i.e.,
proportional to the RX burst size + the number of packets enqueued in software),
keeping metadata cache lines warmer and making the most out of DDIO [27];

• Skips buffer allocation/release operations through DPDK buffer pools, which are
inefficient due to supporting/maintaining many (unnecessary) features; and

• Makes it possible for the application to easily use different packet chaining
models (e.g., vector, linked list, or a combination of both) to better fit their needs.

3.2.2 Optimized Code
PacketMill performs two main types of code optimizations: (i) source-code
modifications and (ii) IR code modifications. The former embeds & modifies
the source code, as early as possible, based on the information provided by the
NF configuration file. Informing the compiler of this known information should
enable many optimizations, as compilers have become much smarter [124]. The
latter exploits the LLVM toolchain to modify the final IR bitcode produced by
LTO, making it possible to perform optimizations, as late as possible, i.e., when
the whole program’s IR bitcode is available.

3.2.2.1 Source Code Modifications

Our first step to producing a more specialized binary is to perform configuration-
based optimization, which gets rid of unnecessary pointers to already-known data
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structures/variables while removing unused code. To do so, we embed some of the
already-known information about the NF into the source code, see 2 in Figure 3.2.
More specifically, we use (i) the packet processing graph and (ii) constant element
parameters defined in the NF configuration file, see Listing 3.3.

Listing 3.3AClick’sNF configuration file defining a simple forwarder that receives
packets from a DPDK-enabled NIC, swaps the Ethernet MAC addresses, and
transmits the packets. The graph contains three elements: (i) FromDPDKDevice
alias input, (ii) EtherMirror, and (iii) ToDPDKDevice alias output, chained
together sequentially.
// Elements Definition
input :: FromDPDKDevice(PORT 0, N_QUEUES 1, BURST 32);
output :: ToDPDKDevice(PORT 0, BURST 32);
// Processing Graph
input -> EtherMirror -> output

Embedding the packet processing graph, i.e., the processing elements and their
connections, informs the compiler about the NF’s Control Flow Graph (CFG),
resulting in better code layout. It also makes it possible to declare the processing
elements statically in the source code, i.e., allocating them in a static .data or .bss
segment (or stack) rather than the heap∗, potentially resulting in a less fragmented
access pattern and fewer TLB misses. Moreover, using statically defined elements
and defining the CFG enables us to perform full devirtualization, i.e., inlining the
virtual calls, as opposed to click-devirtualize that only defines the type of
the function pointer rather than the actual object reference.

Constant element parameters define the characteristics of processing elements.
For example, an element receiving packets (e.g., FromDPDKDevice in Listing 3.3)
should define the maximum number of packets fetched from the I/O device (i.e., a
BURST size). Embedding these values in the source code enables the compiler to
perform constant propagation & constant folding while removing/eliminating dead
code & unrolling loops, thereby improving cache locality.
Implementation. To benefit from the click-devirtualize toolchain [114]
and reduce the implementation overhead, we resurrected & adopted
click-devirtualize to work with FastClick [24] and then implemented
additional optimization on top of it. These optimizations are similar to
NFVReducer [115], as both share the same goal, i.e., removing redundant and/or
unnecessary code. However, NFVReducer focuses on optimizing the performance
of popular IDSs, whereas our techniques are applicable to any kind of NFs
composed by modular packet processing frameworks. Despite these differences,

∗We define element objects in the source code and re-initialize them properly after executing the
binary.
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PacketMill can potentially be combined with NFVReducer to filter out infeasible
paths via symbolic execution. Finally, it is important to highlight that our proposed
optimizations are not limited to Click-based frameworks; they could be useful for
other software packet processing frameworks.

3.2.2.2 Intermediate Code Modifications

Modern compilers (e.g., gcc and clang/LLVM) support LTO [125, 126, 127],
making it possible to perform inter-procedural optimizations during the linking
phase where the whole program is visible to the linker/optimizer. When LTO
is enabled, compilers typically produce IR code rather than regular object files
(containing machine code), so that whole-program analysis and optimization can
be done during linking. LTO can realize better code layout and smaller binaries,
as it is easier for the compiler to collect & use information about symbols,
variables, functions, and the callgraph to eliminate dead code and reorder functions.
Additionally, since the whole program is available, developers can potentially
implement customized optimization passes to optimize the executable even further.

PacketMill exploits LLVM’s LTO to address the third problem in Section 3.1.2,
i.e., lack of per-NF data structure speciality. Our goal is to specialize/customize the
one standard metadata used in a packet processing framework for a given NF. To do
so, we develop an optimization pass (via LLVM) that reorders the variables/fields of
a metadata structure based on the access pattern of a given NF, see 3 in Figure 3.2
on page 53. By doing so, the more frequently accessed fields will be placed at the
beginning of a data structure (i.e., the first cache line(s)), avoiding extra accesses
to multiple cache lines. More specifically, our pass finds the references (done by
the NF) to different variables & fields of a metadata structure within a module
and then sorts these variables based on the estimated∗ number of accesses to the
variables. Later, the pass fixes these references so that LLVM’s GetElementPtrInst
(GEPI)† instructions perform the correct accesses. Listing 3.4 shows an example
LLVM IR bitcode for accessing a variable of a C++ object. The current version of
our pass only sorts the variables, but one could also remove unused variables/fields.
Additionally, it is possible to extend our pass to consider other sorting criteria (e.g.,
order of access), which remains as our future work. To examine the full potential
of LTO, we extend DPDK’s build system to work with clang and produce LLVM
IR bitcode‡. It is worth mentioning that using LTO increases the compilation time,
which could be reduced by using a scalable variant of LTO (e.g., ThinLTO [128]).

∗The real number of accesses depends on the received workload.
†It calculates the address of a sub-element of an aggregate data structure.
‡Note that DPDK currently only supports LTO for gcc and icc that produce

fat-lto-objects containing both machine and IR codes.
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Listing 3.4 Accessing a metadata field in LLVM IR bitcode (bottom). The top
shows the C++ version of the code.
1 /* A Simple Metadata Class */
2 class Packet {
3 public:
4 long unusedlong;
5 void *unusedptr;
6 void *data;
7 char unusedchar;
8 int length; // <-- accessed
9 };
10 /* Access Example */
11 Packet p;
12 p.length = 100;

; Class Declaration (line 2-9)
%class.Packet = type { i64, i8*, i8*, i8, i32 }
; Object Definition + Initialization (line 11-12)
%1 = alloca %class.Packet, align 8 ; Allocate p
%2 = getelementptr inbounds %class.Packet,

%class.Packet* %1, i32 0, i32 4 ; Get addr. of length
store i32 100, i32* %2, align 4 ; Store 100

Challenges. While some compilers (e.g., Rust) support structure reordering [129],
C & C++ compilers are forbidden to reorder data structures (e.g., struct or
class) [130], which makes reordering variables/fields of a data structure at IR level
challenging. When compilers make some assumptions about a data structure’s
order [130, 131, 132], reordering cannot be done for any data structures without
careful consideration. Particularly, it requires deep knowledge of the workflow
of the code and the relationship between different data structures. For instance,
reordering the data structures that exchange data with hardware could break the
program’s correctness. Two common scenarios where this problem can occur are:
1 when a piece of code relies on the order of the variables in a data structure
(e.g., (i) using vector instruction to initialize or process a data structure and (ii)

interacting with hardware) and 2 when dynamically linked libraries access the
data structure. Note that the references in statically linked libraries can be fixed
(repaired) if we apply the reordering when the whole program’s IR bitcode is
available. Moreover, in the case of aggregation/composition, it is important to fix
the references to the container class/struct. Our pass currently does not perform any
verification, but it is possible to verify the correctness of the NF when reordering
the metadata, see Section 3.4.
Implementation. To mitigate these challenges, our pass reorders the metadata
structure (i.e., Packet in FastClick) only when the metadata management model
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is set to use the Copying model. However, it is possible to apply a similar
approach for the Overlaying model by extending our pass to reorder rte_mbuf
& PMD’s descriptors. To fix the references, our pass takes into account references
done by class.WritablePacket and class.PacketBatch, which are
dependent classes of class.Packet. We apply our pass via LLVM’sopt on the
pre-code generation output of LTO (i.e., click.0.5.precodegen.bc) [133].
However, it would be possible to develop a custom LTO pass and then extend
clang’s C++ frontend to define a keyword for our proposed optimization.

To the best of our knowledge, PINstruct [134] is the only published work that
has considered reordering data structures for a C program. They traced memory
accesses via MemPin (a tool that uses the Intel Pin tool [135]) and reordered the
OpenMPI data structures manually. However, they neither automated the data
structure reordering nor evaluated its benefits.

3.3 Evaluation
This section demonstrates the effectiveness of PacketMill in improving the performance
of packet processing. To better understand each optimization done by PacketMill,
this section discusses them individually and then evaluates their impact on
microarchitectural& application-levelmetrics. Later, we apply all of the optimizations
together and demonstrate their combined impact.
NF configurations. We focus on five network functions: (i) a simple forwarder,
(ii) a router, (iii) an IDS followed by the router, (iv) a NAPT, and (v) a synthetic
memory- & compute-intensive NF, see Appendix A for details. The simple
forwarder & the router represent scenarios where a NF is relatively I/O-bound
rather than CPU-bound, whereas the IDS+router, the NAPT, and the synthetic NF
demonstrate more sophisticated network functions that require more processing.
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Testbed. We use a testbed with two (Skylake) servers equipped with
NVIDIA/Mellanox ConnectX-5 VPI and interconnected via a 100-Gbps link. One
server acts as a packet generator, and generates & sinks packets and measures the
end-to-end latency& throughput, while the other server acts as aDuT and processes
packets based on the given input NF configuration file. The packet generator and the
DuT are equippedwith 2×8-core XeonGold 6134@ 3.2GHz and 2×18-core Xeon
Gold 6140@ 2.3GHz (nominal frequency), respectively. Both servers run Ubuntu
18.04.4 (Linux kernel 4.15.0-112). We use perf to measure microarchitectural
metrics. Additionally, we isolate the DuT ’s CPU socket on which we run the
experiment to increase our measurement accuracy. We use LLVM 10.0.0 (trunk
375507) to compile and optimize FastClick [24] and DPDK (v20.02). To prevent
Intel DDIO from becoming a bottleneck in our measurements, we change the IIO
LLC WAYS register’s value to 0x7F8 (i.e., 8 set bits) [27]. Additionally, we set
the uncore frequency to 2.4GHz (i.e., the maximum frequency in our testbed) to
minimize DRAM and LLC latency [136, 137]. We use the Copying model (i.e., the
default metadata management model in FastClick) unless stated otherwise. We use
the Network Performance Framework (NPF) tool [138] to facilitate reproducibility
of our tests.
Generated traffic. We use two types of traffic in our evaluation: (i) a 28-min
campus trace and (ii) synthetically generated traces with fixed-size packets (see
Sections 3.3.4 and 3.3.7). The campus trace has 799 M packets with an average
size of 981B. In each run, we replay the first two million packets of the trace 25
times. We repeat each test five times and report themedian values when there are no
error bars. Note that the achieved throughput is proportional to processed packets
pps × packet size. Therefore, replaying a trace with a smaller average packet size
could result in lower throughput, but the same improvements (i.e., more pps).

3.3.1 Do PacketMill’s Code Optimizations Improve Packet
Processing at 100 Gbps?

We evaluate the router’s performance when processing the repeated portions of
the campus trace at different clock frequencies. We change the processor’s clock
frequency of the DuT to assess the impact of PacketMill on different classes of
processors, i.e., more cores with lower frequency vs. fewer cores with higher
frequency. Additionally, reducing the clock frequency somewhat emulates the
situation where the processor receives traffic at a higher rate (than the injected rate,
e.g., >100Gbps) or when the NF is more CPU-bound.
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Configuration-based optimizations. Table 3.1 & Figure 3.3 show the results
of our experiments when applying different source-code optimization techniques:
(i) devirtualization (done byclick-devirtualize), (ii) constant embedding,
and (iii) static graph (i.e., defining the elements statically and their connections in
the source code). These results demonstrate that all techniques & their combination
have positive impact on the number of cache misses, throughput, and median
latency. More specifically, using a static graph rather than a dynamic one improves
throughput by up to 20% (or 14.8Gbps) and dramatically reduces the LLC misses
(up to ∼300×), see the second row of Table 3.1. Note that 10-Gbps-throughput
improvements are significant, as they would translate to supporting more 10-Gbps
links, thus reducing the number of NFs in the network.

Table 3.1: PacketMill’s code optimizations improve microarchitectural metrics by
up to ∼300× (i.e., reducing the number of LLC load misses). We measure cache
misses & IPC with perf every 100ms and report the average measured during the
experiment, performed at 3GHz.

Generation
Configuration Vanilla Devirtualization Constant Static AllEmbedding Graph

LLC kilo loads 1097 1159 1176 24 26
LLC kilo load-misses 803 841 845 0.98 2.58
Instructions per Cycle (IPC) 2.24 2.30 2.28 2.58 2.59
Million packets per second (Mpps) 8.66 9.05 9.12 10.16 10.41
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Figure 3.3: Exploiting the information in the router configuration improves
throughput and median latency. The server is processing packets with one core
running at different frequencies (f in GHz) [45].
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LTO & structure reordering. Applying LTO and reordering Packet class of
FastClick for the router configuration (running at 3GHz) increases throughput and
decreases median latency, at no additional cost, by up to 5.4Gbps (6.8%) and 13 µs
(∼3.8%), respectively. Reordering contributes to one-third of the improvements.
As mentioned earlier, these sub-ten-percent improvements should not be ignored,
as these are essential for cost-effectively deploying Internet services, facilitating
service providers meeting their SLOs. Note that other frequencies also result in
similar improvements.

3.3.2 How Effective is PacketMill’s Model (X-Change)
compared to the existing Metadata Management
Models?

We use FastClick to compare all three methods (i.e., Copying, Overlaying, and
X-Change) for a simple forwarding configuration. We disable PacketMill’s code
optimizations to examine the impact of metadata management alone. We enable
LTO in all scenarios to have the best achievable performance of each model. Note
that disabling LTO could underestimate the benefits of X-Change, due to not inlined
conversion calls. Moreover, DPDK could be recompiled with X-Change’s source
file included as a header file to achieve a similar result without LTO.

Figure 3.4a demonstrates that PacketMill’s metadata management model
(X-Change) improves throughput significantly by mitigating inefficiencies of the
other two models. These results show that increasing the processor’s frequency
does not improve the throughput of X-Change & Overlaying models after a
certain frequency (i.e., 2.2GHz & 2.6GHz, respectively), as there may be other
bottlenecks in the system (e.g., using one RX/TX queue or other NIC-related
issues [51]). To investigate the full potential of X-Change, we set up a 200-Gbps
testbed, where two servers generate traffic toward the DuT equipped with two NICs
(connected to the same CPU socket). DuT forwards the received packets from the
two generators via only one core.

Figure 3.4b shows that X-Change is the only metadata management model
which enables a single core to forward packets at >100Gbps. Additionally,
both Figures 3.4a and 3.4b show that Overlaying model performs better than
Copying, as Copying involves double copy/transform operations. Moreover, our
measurements show that X-Change significantly reduces the number of LLC load
misses; for instance, the X-Change-enabled forwarder running at 3GHz only results
in ∼200 misses per 100ms, whereas Copying and Overlaying cause ∼3000 and
∼6000 misses per 100ms, respectively . We also observed that the performance
of Copying+Overlaying method (used by VPP) is similar to Copying model. In
summary, an inefficient metadata management model prevents the system from
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processing packets at a higher rate, i.e., degrades throughput by >10Gbps (i.e., a
typical data center’s link speed).
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Figure 3.4: X-Change makes it possible to forward packets at >100-Gbps rates.
The experiments with two NICs report the sum of throughput achieved by one
core [45].
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3.3.3 How Effective is PacketMill at Different Loads?
To fully understand the combined benefits of PacketMill, we measured the tail
latency of a single-core router while injecting packets to it at different loads.
Figure 3.5 demonstrates that PacketMill improves the packet processing at 100Gbps
when a router forwards packets using a single core running at 2.3GHz. More
specifically, our proposed model & techniques shift the knee of the tail latency
vs. throughput curve, i.e., achieving lower latency even when the load is higher.
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Figure 3.5: PacketMill improves per-core packet processing. Overlapped markers
show that the performance can be capped despite the increasing offered load [45].

3.3.4 How Does the Workload/Trace Affect PacketMill?
We have performed most of our experiments with the campus trace, as we
thought using fixed-size packets could increase the effect of measurement/layout
bias. Additionally, we reported throughput in bits per second since we were
targeting 100-Gbps networking. In this section, we use FastClick to generate
fixed-size packets to show that PacketMill’s improvements are not trace-dependent.
Figure 3.6 reports the throughput in both bits per second and pps for a router
running at 2.3GHz while receiving fixed-size packets. It shows that PacketMill’s
improvements are consistent for different packet sizes, as long as there are no other
bottlenecks in the system. Note that increasing the packet size after a certain point
(e.g.,∼800B) reduces the number of processed packets per second, due to the PCIe
bandwidth [27, 49].
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Figure 3.6: For a router running at 2.3GHz, PacketMill improves the number of
processed packets per second for different packet sizes [45].

3.3.5 How about More Sophisticated Network Functions?
So far, we have shown the individual (Section 3.3.1& Section 3.3.2) and combined∗
benefits (Section 3.3.3 & Section 3.3.4) of using different optimizations proposed
by PacketMill on the router and the simple forwarder configuration. We showed that
using PacketMill improves the system’s performance when performing relatively
lightweight processing. This section investigates the impact of PacketMill on more
sophisticated NFs. We start by applying PacketMill to an IDS followed by a router,
which requires more processing to check the correctness of TCP, UDP, and ICMP

∗Combined impact does not take into account data structure reordering.
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Figure 3.7: PacketMill improves the performance of a more compute-intensive
NF (i.e., an IDS+router running at 2.3GHz), by up to 20% throughput and 17%
latency [45].

headers and encapsulating the packet in a VLAN header. Figure 3.7 shows the
throughput &median latency vs. frequency curve for the IDS+router. These results
demonstrate that PacketMill is also beneficial for more CPU-demanding NFs.

To generalize this notion to more sophisticated NFs, we use FastClick’s
WorkPackage [139] element to emulate the behavior of more memory- and
compute-intensive functions. This element generates N (N is 1 and 5 in our
configuration) random accesses (per-packet) to a static memory of S MB.
Additionally, it generates W pseudo-random numbers to simulate more CPU-
bound workloads. Figures 3.8a and 3.8b show 3D colormaps of improvements
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for different values of W and S, when a core is performing different numbers of
random accesses per packet (i.e., N ). In these figures,X & Y axes representW &
S while the Z axis & colormap show the PacketMill’s improvements & Vanilla’s
throughput, respectively.

While it is difficult to come up with a unified benchmark that succinctly
captures a wide variety of applications, these results demonstrate that PacketMill
is beneficial for a wide range of CPU- and memory-bound NFs. PacketMill’s gain
reduces when the application becomes less I/O intensive; in other words when
its throughput decreases, i.e., the lighter the color, the lower the Z. Additionally,
comparing Figures 3.8a and 3.8b (i.e., N = 1 vs. N = 5) shows that increasing
the number of accesses per packet amplifies the impact of increasing memory
intensiveness, reducing Vanilla’s throughput and PacketMill’s improvements. The
key behind these gains is PacketMill’s highly efficient use of the underlying
hardware. It is worth mentioning that the results of this section could underestimate
PacketMill’s improvements for real NFs, as the emulated NFs presented in this
section do not contain a complicated processing graph (as opposed to real NF
chains).
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Figure 3.8: PacketMill is effective for sophisticated network functions. Left and
right figures show synthetic NFs that perform one and five memory accesses per
packet, respectively. The improvements reduce when memory footprint, compute-
intensiveness, and/or number of accesses per packet of an NF increases. A
WorkPackage+router is running at 2.3GHz [45].
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Impact of memory intensiveness. To have a more detailed understanding of
memory intensiveness, we zoom into a slice of Figure 3.8a where an NF performs
a single memory access per packet (N = 1) and generates four random numbers
(W = 4), i.e., doing light-weight processing∗. Figure 3.9 shows the impact of
changing memory footprint on throughput, LLC load misses, and LLC kilo loads.
Comparing the three sub-figures, we can make the following observations:

1. We notice that Vanilla’s throughput is inversely proportional to Vanilla’s LLC
loads–PacketMill also shows similar behavior.

2. The number of LLC loads gets saturated when the size of the accessed
memory is increased to ∼3MB, which suggests the threshold where almost
all of the memory accesses are being done through LLC; see the bottom
sub-figure in Figure 3.9.

3. The number of LLC loads is never zero, even for accessed memory sizes
smaller than 1MB. This observation implies that the application is still not
L1/L2 bound, as there is always a considerable amount of LLC accesses,
most probably due to the application footprint and DDIO [27].

4. The percentage of LLC loadmisses increases after∼14MB, highlighting the
point where the application starts accessing the main memory (i.e., DRAM),
see the middle sub-figure in Figure 3.9. However, the performance is not
substantially affected, as a large fraction (i.e., ∼90%) of LLC loads are still
hitting LLC.

5. PacketMill results in more LLC loads and LLC load misses per 100ms, as
PacketMill is processing more packets.

6. PacketMill’s improvements are consistent for this specific NF that performs
one memory access per packet.

∗This specific slice can represent an emulated simple Key-Value Store (KVS) with variable memory
footprints.
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3.3.6 Is PacketMill Useful for Multicore Network Functions?
The evaluation above mainly focused on single-core performance to highlight the
gains achieved by our approach. Figure 3.10 shows that applying PacketMill to
multicore NFs is also beneficial; in this case, for a NAPT with different numbers
of cores∗. These results demonstrate that the benefits of applying PacketMill to
multicore NFs is comparable to the single-core improvements shown in Figure 3.8
on page 70.
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Figure 3.10: PacketMill also improves the performance of multicore NFs. A NAT
is running at 2.3GHz [45].

3.3.7 How about State-of-the-Art Packet Processing
Frameworks?

A fair comparison between PacketMill and state-of-the-art packet processing
frameworks (e.g., BESS [113, 112] & VPP [110, 140]) requires (i) developing a
high-performance NF in pure DPDK, (ii) modifying those other frameworks to
enable the case for source-to-source optimizations & LLVM pass that reorders
metadata, and (ii) devising scenarios/experiments to avoid any incorrect conclusions,
which is beyond the scope of this dissertation (such a comparison was done
previously by Tianzhu Zhanget al., [141]). However, we have performed a
simple comparison to, specifically, show the full potential of X-Change. This
section compares the performance of a simple forwarding application running via
FastClick, PacketMill, DPDK, DPDK+X-Change, BESS, and VPP.

∗We use RSS to distribute packet among different cores.
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For the DPDK+X-Change case, we developed a sample
application, called l2fwd-xchg, for DPDK to support X-Change, which is
a modified version of the L2 forwarding sample application (l2fwd). In this
example, the metadata is reduced to two simple fields (i.e., the buffer address
and packet length) instead of the 128-B rte_mbuf. This application∗ can also
serve as a template for developers to write their own applications, benefiting from
X-Change. Note that since X-Change currently does not support vectorized PMD,
we disabled it for all experiments. However, this should not affect the improvement
trend, as a full vectorized implementation of X-Changewould still result in the same
benefits, addressing the inefficiencies of current metadata management models.
Extending X-Change to support vectorized PMD remains as our future work.

Figure 3.11 shows the results of our experiments when different frameworks/
applications are forwarding fixed-size packets while a single core is running at
1.2GHz. Increasing the frequency would eventually result in the same behavior
as Figure 3.4a, as these applications perform simple forwarding operations, hiding
the full potential of X-Change due to other bottlenecks (e.g., using one RX/TX
queues).
FastClick vs. DPDK. Figure 3.11a compares the performance of DPDK-based
forwarding applications with default FastClick (i.e., it uses Copying model) and
PacketMill (i.e., it uses X-Change). These results shows that PacketMill enables
FastClick to process packets faster than l2fwd that is a simple forwarding
application with minimal features & footprint and limited metadata. Additionally,
it shows that applying X-Change to even simple DPDK-based applications could
result in significant improvements, as l2fwd-xchg is forwarding packets up to
∼59% faster than l2fwd.
FastClick vs. BESS vs. VPP. Figure 3.11b compares the achieved throughput
of different modular packet processing frameworks when they only perform simple
forwarding. These results show that PacketMill achieves the best overall
performance. Additionally, both VPP and default FastClick achieve similar
performance, as both of them use the Copying model that performs an extra
copying. Moreover, these results show that FastClick can achieve similar throughput
as BESS after disabling extra features and using the Overlaying model.

∗It is available at tbarbette/xchange/examples/l2fwd-xchg

https://github.com/tbarbette/xchange/tree/main/examples/l2fwd-xchg
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(a) X-Change improves the performance of two DPDK-based applications (i.e., FastClick
and l2fwd application). Moreover, PacketMill enables FastClick to process packets faster
than a simple forwarding application (i.e., l2fwd) with limited metadata.
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Figure 3.11: Comparison of packet processing frameworks forwarding fixed-size
packets with a single core [45].

3.4 Frequently Asked Questions

Why should I use PacketMill instead of PGO? Specializing a binary for a specific
workload via profiling + re-compiling, aka Profile-Guided Optimization (PGO),
has recently gained a lot of interest, due to modular Programming Language (PL)
tools (e.g., LLVM toolchain) and convenient/accessible profiling tools (e.g., perf).
For example, Bolt [142] and Propeller [143] have shown that exploiting dynamic
program control flow information, extracted via profiling, could improve large-
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scale applications’ performance. However, these techniques work best when there
exists a defined workload, rather than different and varying workloads.

Software packet processing frameworks typically have to process various kinds
of packets. For instance, a router should handle ARP requests while forwarding
different versions/types of IP packets, which requires different execution paths,
thereby reducing cache locality. To improve locality, Metron [16] exploited modern
networking equipment to distribute traffic classes to different cores, i.e., each core
independently operates on a specific workload. AlthoughMetron defines a per-core
workload, it cannot substantially benefit from PGO∗ since it relies on one codebase
for all execution paths (or traffic classes). PacketMill could be extended to duplicate
the necessary code per-traffic class and benefit from PGO, which remains as our
future work.
Does PacketMill affect the correctness? Premature optimizations could be the
root of all evil [144], as it may result in unexpected bugs. While our goal was to
emphasize the impact of low-level optimizations for 100-Gbps packet processing,
deploying optimized network functions should be accompanied by a verification
stage to formally prove the correctness of the optimized NF and avoid bugs. Since
PacketMill relies on optimizing the whole IR code, it is possible to integrate our
system with a IR-based symbolic execution engine (e.g., KLEE [116]), as done by
VigNAT [145] and Vigor [146]. Furthermore, using a symbolic execution engine
could facilitate further optimizations as demonstrated in NFReducer [115] and
Castan [147].
Why should I trust your measurements? Mytkowicz et al., [148] showed that
measurement bias is a common phenomenon in evaluating computer systems.
We have taken the following measures to avoid drawing incorrect conclusions.
1 We use NPF to perform our experiments to ensure testbed consistency– as
it clones & compiles repositories, sets up & configures the testbed, and collects
measurements. Additionally, it randomizes the environment variables in each run
to mitigate the measurement bias due to stack alignment. 2 We randomize the
location where the binary is loaded for each run of the experiment using Address
Space Layout Randomization (ASLR). 3 We use different NF configurations and
various traces to broaden our evaluation space. The best approach to mitigate
measurement bias is to use & develop tools, such as STABILIZER [149], which is
no longer maintained. Developing a tool for evaluating software packet processing
frameworks’ performance remains as our future work.
Is PacketMill applicable to other frameworks? Although we have designed
PacketMill with an eye toward optimizing Click-based packet processing, our
optimizations are not limited to Click, as the code inefficiencies (e.g., unembedded

∗See PacketMill’s public repository for more information.

https://github.com/aliireza/packetmill/tree/master/experiments#profile-guided-optimization-pgo--bolt-binary-optimizer
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graph and parameters) are also present in other packet processing frameworks such
as BESS and VPP. Moreover, PacketMill’s X-Change can be easily adapted to
improve the performance of other frameworks since it modifies DPDK userspace
drivers, making it a common optimization for DPDK-based frameworks. As
our target was to achieve 100-Gbps per core, we modified the MLX5 driver
used by NVIDIA/Mellanox NICs. However, X-Change is applicable to other
drivers, as other (e.g., Intel) drivers are implemented similarly and have the same
inefficiencies. Moreover, our techniques & optimizations could be combined with
other existing middlebox optimizations such as Metron [16].
Would PacketMill still be relevant given current technology trends? While
many try to exploit recent accelerators to improve packet processing, we think
our approach would still be relevant for two reasons: (i) current accelerators (e.g.,
programmable switches & NICs) have many limitations, which force applications
to perform all stateful processing in the commodity hardware, and (ii) our research
shows that performing holistic optimizations makes it possible to achieve
performance similar to accelerators while still benefiting from the flexibility of
commodity hardware. Moreover, we believe PacketMill optimizations become
even more critical with increasing link speeds (i.e., 200 and 400Gbps).
What are future directions for PacketMill? PacketMill’s use of LTO and
access to the whole program’s IR facilitates application of additional techniques
to improve & evaluate the performance of software packet processing frameworks,
such as: llvm-mca [150] (i.e., successor to the Intel® Architecture Code Analyzer
(IACA) [151]) for performance estimation, IR-based superoptimizers [152] (e.g.,
Souper [153, 154]), and/or customized code generation/instruction scheduling [155].
Additionally, it is possible to extend our code optimizations with new passes, e.g.,
performing liveness analysis to overlay the metadata that is not alive at the same
processing stage. Examining these techniques remains as future work.

3.5 Related Works
This section discusses other efforts relevant to our work.
Profile-guided optimizations. The work of K. Pettis et al., in 1990 is the
basis for the majority of profile-guided code reordering and optimization works.
Many algorithms [156, 157, 158, 159, 160] and tools, such as AutoFDO [161],
Ispike [162], PLTO [163], and Codestitcher [164] focus on the CFG and try to
carefully layout the chain of frequently executed basic blocks to increase locality.
Other efforts focus on function placement [165, 166, 167, 142] tomerge the chain of
commonly executed functions to reduce iTLB misses. Although we do not employ
profiled-guided optimizations (i.e., basic block reordering & function placement),
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we believe these efforts would complement our work, see Section 3.4.
Fast packet processing. In addition to the works discussed throughout the chapter,
the work on NFV performance acceleration can be classified into three categories:
1 relies on hardware accelerators to improve processing speed by offloading (part
of) packet processing into an FPGA, GPU, or modern NIC [168, 169, 170, 171,
172, 173, 174, 175, 176, 177, 178, 179]; 2 focuses on NFV execution models and
tries to improve the performance of either the pipeline/parallelismmodel [180, 181,
16, 182, 183] or Run-to-Completion (RTC) model∗ [112, 189]; and 3 improves
the performance of NFV by reducing/eliminating redundant operations and/or
merging similar packet processing elements into (one) consolidated optimized
equivalent [190, 17, 191, 192, 193, 182]. The second category also includes efforts
toward better scheduling & load balancing [184, 185, 186, 187, 188, 194] or more
efficient I/O [27, 26]. Our work is orthogonal and complementary to these.

3.6 Summary
In this chapter, we highlighted the importance of low-level optimizations in order
to utilize the full potential of commodity hardware. We introduced PacketMill that
addressed some of the software limitations in packet processing by mitigating code
inefficiencies & improving metadata management. Our evaluation results showed
that PacketMill increases throughput (up to 36.4Gbps, i.e., 70%)& reduces latency
(up to 101 µs, i.e., 28%) and enables nontrivial packet processing (e.g., a router)
at ≈100Gbps, when new packets arrive >10× faster than main memory access
times, while using only one processing core. The main takeaway of this chapter
is that efficient packet processing at multi-hundred-gigabit-per-second rates calls
for holistic system optimizations, i.e., milling the whole solution/software stack to
squeeze every bit of performance from the available hardware.

∗This category also includes efforts toward better scheduling & load balancing [184, 185, 186, 187,
188] or more efficient I/O [27, 26].
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Chapter 4

Toward Secure Multi-
Hundred-Gigabit-Per-Second
Services

THE introduction of multi-hundred-gigabit-per-second network interfaces
(100/200/400 Gbps) has motivated many researchers to study networked
systems & their underlying hardware to understand the challenges of

achieving suitable performance at higher rates. These studies have explored various
topics, such as Linux kernel network stack [48], PCIe [49], RDMA [50], DDIO
& LLC [27, 26], and smart NIC [51, 52]. Most studies focused on improving
performance and paid less attention to other aspects, such as security and privacy,
which are critical real-world requirements. Consequently, these studies often
disable many software & hardware features to maximize the performance of
networking applications. This chapter examines one of these features, specifically
the IOMMU, which facilitates I/O virtualization and provides I/O security, to
quantify its performance overheads at multi-hundred-gigabit-per-second rates.

IOMMUmakes it possible to use virtual addresses rather than physical addresses
when performing I/O via DMA, thereby creating an abstraction layer between the
I/O devices and the processor. IOMMU provides hardware, similar to the Memory
Management Unit (MMU) and TLB, to translate I/O Virtual Addresses (IOVAs) to
their respective Physical Addresses (PAs). This can be used to restrict DMAs from
I/O devices to only limited regions of the processor’s memory address space (i.e.,
the pages mapped to the IOMMUhardware), hence (i) providing a higher degree of
protection and (ii) easing virtualization & backward compatibility, which comes at
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the cost of performance. We aim to characterize the performance overheads of the
IOTLB and then mitigate these overheads for high-speed networking applications
running on the Linux kernel.

Throughout this dissertation, we mainly concentrated on improving the
performance of packet processing deployed on top of the kernel-bypass frameworks
(e.g., DPDK). In contrast, this chapter primarily focuses on the performance of
TCP-based applications deployed on top of the Linux kernel∗. This chapter
starts by providing the necessary background on the IOMMU and Linux buffer
management; then it provides a thorough characterization of the performance
impact of IOMMU & IOTLB at high network speeds, and its dependency on
multiple parameters (e.g., offered load, MTU, and network features offloads).
Finally, it carefully investigates the challenges of employing hugepages in Linux
network device drivers, to find a sweet spot between memory stranding, page
locality, and CPU overhead; and then demonstrates the effectiveness of employing
hugepages to mitigate IOTLB overheads at 200Gbps using our prototypical
hugepage-aware memory allocator (called HPA) for device drivers.

4.1 Background
IOMMU provides hardware support for I/O virtualization, allowing DMA
operations to use virtual addresses rather than physical addresses. IOMMU
hardware is present in most recent processors (e.g., Intel VT-d [195], AMD-
Vi [196], and ARM SMMU [197]), and typically performs two main tasks:
(i) DMA remapping and (ii) interrupt remapping.
DMA remappingmaps virtual addresses in DMA operations to physical addresses
in the processor’s memory address space. Similar to the MMU, the IOMMU uses
a multi-level page table to keep track of the IOVA-to-PA mappings at different
page-size granularity (e.g., 4-KiB, 2-MiB, and 1-GiB pages). The hardware also
implements a cache (aka IOTLB) of page table entries to speed up translations.
Interrupt remapping enables I/O devices to trigger interrupts by performing
DMAs to a dedicated memory range [198, 199]; thus, Virtual Machine (VMs) can
receive interrupts from I/O devices. Note that the IOMMU cannot differentiate
interrupts and DMAs without interrupt remapping.
Use cases. Besides providing isolation and protection against DMA attacks, the
IOMMU can be used to (i) support 32-bit PCIe devices on x86-64 systems,
(ii) hide physical memory fragmentation, and (iii) perform scatter-gather I/O
operations.

∗Section 4.5 elaborates on the importance of having high-performance Linux-based solutions
alongside kernel-bypass frameworks (e.g., DPDK).
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Monitoring capabilities. Intel VT-d and AMD-Vi provide performance counter
registers to measure different IOMMU-related metrics, such as the number of hits
& misses in IOTLB and in various levels of the I/O page table.

4.1.1 IOMMU Performance Impact on DMA Operations

Basic model. I/O subsystems have an upper bound on the number (N ) of
outstanding DMA transactions. This implicitly creates a throughput bottleneck
B ∝ N/(TMEM + TIOMMU), where TMEM is the time to complete a transaction
without IOMMU, and TIOMMU is the time to perform related address translations.
In ideal conditions, B exceeds the desired data rate and the capacity of other buses
(e.g., NIC & PCIe) in the data path; but exceedingly high translation times (e.g.,
due to excessive IOTLB misses) can reduce B, making it the bottleneck.
Dependencies. TIOMMU is negligible if a translation can be served by the IOTLB;
otherwise, it depends linearly on the probability and number of IOTLB misses per
translation. Misses in turn are heavily affected by (i) the size and management
policy of the IOTLB (unfortunately, these are unmodifiable hardware features [200,
49, 195, 201, 196], see Appendix B.1) and (ii) by the memory request patterns
(and implicitly the IOTLB request patterns), which we study and optimize in this
chapter.
IOTLB miss metrics. The absolute number of IOTLB requests and misses can
be determined using dedicated performance counters on the processor. Depending
on the data direction and system configuration, each block of data may require
one or more translations. As a consequence, neither the absolute value nor the
percentage of IOTLB misses are especially meaningful to assess their effect, or
compare system behavior with different configurations. Instead, we found that a
metric of IOTLB misses per MiB (or per unit of data) is especially convenient, as
this metric can be compared between different system configurations (e.g., different
MTU and buffer organizations).
Buffer shuffling and positive feedback loops. Common buffer management
strategies try to reduce IOTLB misses by improving buffer address locality.
However, in the presence of traffic drops and retransmissions, accesses to data
buffers end up being shuffled, thereby causing more IOTLB misses, more drops,
and more shuffling in a positive feedback loop. Consequently, the systemmay enter
a poor performance regime from which it is difficult to escape, see Section 4.2.7
& Section 4.4.3.
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4.1.2 Networking Data Path in the Linux Kernel
We briefly summarize the data path in the Linux kernel for both RX & TX
paths [202, 48].

4.1.2.1 RX path

To receive packets from the wire, the network driver initially populates the RX
queues of the NIC with pointers to receive buffers allocated from host memory.
The size of receive buffers and their number per queue (aka RX descriptors) are
configurable at run-time. Upon incoming packets, the NIC issues DMA transfers
over the bus (typically PCIe) to move incoming data from the NIC’s internal buffers
to the receive buffers in host memory (or cache [27]). When one or more DMA
transfers are complete, the NIC issues an interrupt, and the CPU core running
an interrupt driver attaches newly filled receive buffers to a packet descriptor
(sk_buff) and passes them to the kernel for further protocol processing. The RX
queue is then replenished with new receive buffers. Eventually, applications will
issue a recvfrom(), or an equivalent system call, to consume received buffers.
In non-zero-copy cases, issuing a receive system call will copy the content of
in-kernel receive buffers to userspace buffers, making it possible to immediately
return the backing memory to the kernel. However, using a receive zero-copy
mechanism could delay returning the memory to the kernel, as the application may
hold buffers longer. To the best of our knowledge, there are only a few experimental
techniques (with many limitations) to perform receive-side zero-copying within the
Linux kernel. These techniques require the applications to return the buffers within
a reasonable time; otherwise, other optimizations to reduce memory mapping costs
would break. Therefore, most zero-copying applications rely on userspace network
stacks and kernel-bypass frameworks, which target a different domain than thework
described in this chapter. Section 4.5 elaborates on the importance of having high-
performance Linux-based solutions alongside kernel-bypass frameworks.
Receive buffer management. NIC device drivers use a custom or general-purpose
RX buffer pool (e.g., the Page Pool API∗ [203]) to speed up the allocation and
deallocation of receive buffers. The RX buffer pool generally implements a
per-CPU-core cache of receive buffers, with optimizations to re-use and recycle the
receive buffers once they are consumed by applications. Buffer recycling reduces
calls to the kernel’s page allocator, which may improve memory access locality and
in turn, reduce the MMU and IOMMU translation costs.

∗See Appendix B.3 for implementation details.
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Each RX buffer pool is used concurrently by multiple CPU cores (e.g., the core
serving interrupts requests new buffers, while cores running applications release
buffers after completing recvfrom() system calls). Therefore, the RX buffer
pool may trade recycling efficiency for reduced lock contention. Additionally,
applications may be slow in consuming data, consequently depleting the cache
and forcing new allocations. Moreover, buffers are often delivered to different
applications, hence these buffers are released in a different order, which over time
may cause buffer shuffling and reduce address locality.
Receive buffer lifetime. If a non-zero-copy application is not starved of CPU
or poorly designed, a receive buffer lifetime will be reasonably short, making it
possible to recycle it fast enough. However, packet drops and TCP re-transmissions
cause the buffers to be held for one or more Round-Trip Times (RTTs), delaying
the buffer recycling. Section 4.2.7 discusses the impact of packet drops on
IOTLB misses. This chapter does not focus on kernel-based applications that hold
kernel buffers for unreasonably long times, as they have much worse throughput
bottlenecks than IOMMU & IOTLB.

4.1.2.2 TX path

Transmissions are initiated by applications calling sendmsg() or equivalent
system calls, which allocate in-kernel transmit buffers to copy user-supplied data,
attach them to sk_buffs, and pass them to the network stack; some may use zero-
copy mechanisms, see Section 4.5. Eventually, the addresses of the data buffers
will be passed to the NIC’s TX queue so that the NIC will be able to issue DMA
transfers and perform the transmission. When the transmission is complete, the
NIC issues an interrupt and the device driver can return the buffer memory to the
kernel.
Transmit buffer management. Similar to the RX path, the TX path may use
caches to allocate & release buffers. The constraints are slightly different, as in
this case there may be multiple CPU cores allocating buffers, and only one core
releasing them.

4.1.2.3 Operation When IOMMU is Enabled

When IOMMU is enabled, the driver must create IOMMU mappings for receive
buffers & descriptors, and pass IOVAs instead of physical addresses to the NIC. The
granularity of these mappings is constrained by the granularity of physical pages
backing these memory buffers. Currently, DMA mapping is mainly performed at
the 4-KiB page granularity. For an IOMMU address space of 48 bits, one address
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translation requires accessing four entries in the IOMMU page table∗. When a
buffer is not used for DMA anymore, its IOMMUmapping is not needed anymore.
Depending on the protection vs. performance trade-off policy, the operating system
may decide to remove the mappings right away (i.e., a very expensive operation,
since it involves flushing the IOTLB entries); do the unmappings in batches at
a later time; or keep the mappings alive in case the buffers are recycled. Note
that deferring the unmappings slightly relaxes the security guarantees provided by
IOMMU, but reduces its overheads [206].

4.2 IOMMU Performance Characterization
As reported in previous works (such as [207]), enabling & using IOMMU
typically causes a drop in network bandwidth, due to factors such as (i) IOVA
(de)allocation [202, 208, 209], (ii) IOTLB invalidation [206, 210], and (iii) IOTLB
misses. Previousworks havemainly focused on the first two factors, which typically
show up as additional CPU load. This section studies the correlation between the
IOTLB misses and the throughput drop, which is independent of CPU load. A
common optimization is to make mapping entries more long-lived, thereby making
the most out of the IOTLB while addressing security concerns. In particular,
DAMN [202] presented a DMA-aware memory allocator that used permanently
mapped buffers for packet buffers to re-use pages for DMA-ing. DAMN primarily
focused on 4-KiB pages and measured IOMMU performance only for 9000-B
jumbo frames. However, our work looks at a different aspect of the problem, i.e.,
data path impact of IOMMU and IOTLB misses.

Following the description in Section 4.1.1, IOMMU translation costs do not
affect throughput up to the point where serving IOTLB misses takes too long,
thus creating a throughput bottleneck. The IOTLB antagonization threshold,
i.e., IOTLB wall, depends in part on hardware features we cannot modify: the
number and management of IOTLB entries, the maximum number of outstanding
translation requests (aka I/O page walkers), and the completion time of an IOMMU
translation reading entries from the main memory. A second dependency, which
is partly under our control, is on the request pattern. Since IOTLB is a cache of
the IOMMU page tables, we can reduce misses by managing buffers in a way that
improves address locality. As an example, placing sub-4-KiB buffers belonging
to the same 4-KiB page on consecutive RX descriptors generally saves at least
one IOTLB miss for descriptors after the first one. Reducing the total number of
buffers, making full use of buffer space, and batching accesses to descriptors, all
may contribute to reducing the number of IOTLB misses.

∗48 bits address space with 4-B entries and 2048-B page-table size requires 4 page tables (each
having 512 entries) [204, 205].
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This section characterizes IOTLB behavior in a variety of scenarios, to better
understand the correlation between the number of IOTLBmisses and the throughput
drop. We mainly rely on iPerf, a network performance measurement tool, to run
microbenchmarks and characterize the performance of IOTLB.We use iPerf due to
its efficiency in saturating a 200-Gbps link, whereas real-world applications (e.g.,
Memcached) typically cannot reach line rate due to other throughput bottlenecks.
Section 4.2.7 shows that our iPerf analysis would still be applicable to less I/O
intensive applications. Most of our experiments use Intel Xeon IceLake processors
with NVIDIA/Mellanox NICs, but Section 4.2.5 and Section 4.2.6 examines other
Intel & AMD EPYC processors and a 100-Gbps Intel E810 NIC, respectively.
Testbed. Our testbed uses two workstations connected via a 200-Gbps link (or
100-Gbps in a few experiments); the RTT is negligible. One workstation acts
as a traffic source & sink, without IOMMU for maximum performance. The
other one acts as the DuT and runs different microbenchmarks with & without
the presence of IOMMU; we use the default setting in Linux for IOMMU (e.g.,
intel_iommu=on that uses deferred IOTLB invalidation [206]). Table 4.1
shows the different processors used for the DuT. In most experiments DuT is
equipped with Intel Xeon Gold 6346 @ 3.1GHz∗ (i.e., IceLake) and a 200-Gbps
NVIDIA/Mellanox PCIe-4.0 ConnectX-6†; see Appendix B.2 for more info. In all
cases the DuT runs Ubuntu-20.04.3 (Linux kernel 5.15). Unless stated otherwise,
we set the core frequency to the processor’s maximal frequency (i.e., 3.6GHz),
and the uncore frequency to its maximum (i.e., 2.4GHz), for best memory/cache
access latency [136, 137]. To read IOMMU-related performance counters, we use
the Performance Counter Monitor (PCM) tool (i.e., pcm-iio.x) on Intel, and
the Linux perf tool on AMD processors. IOTLB hit & miss values and their
rates are derived from performance counters sampled once per second. We run our
experiments automatically via the NPF tool [138] to improve the reproducibility of
our results, and wemainly report the median of five 60-s runs,with min/max error
bars (though in many experiments the range is small and almost invisible).

Table 4.1: Processors used for DUT. The entry marked with a star (⋆) is our
primary testbed.

Generation
Properties Model Physical Cores Freq. (GHz) LLC (MB)

Intel Xeon Skylake Gold 6140 18 2.3 24.75
Intel Xeon CascadeLake Gold 6246R 16 3.4 35.75
Intel Xeon IceLake ⋆ Gold 6346 16 3.1 36
AMD EPYC (3rd gen. Milan) 74F3 24 3.2 256

∗Nominal frequency
†We use the main slot of a Socket Direct PCIe 4.0 adapter.
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200-Gbps considerations. We used the following options to operate iPerf at
200Gbps without becoming CPU-bound, so our measurements emphasize IOTLB
effects: (i) enable hyper-threading to increase available CPU cycles (our processors
only have 16-24 physical cores each); (ii) run all interrupt and application threads
on Socket 0, the socket local to the NIC (the cost of cross-socket memory access
exceeds the benefits of using the additional cores on Socket 1); (iii) configure
the NIC with one TX/RX queue pair and interrupt for each logical core on
Socket 0; (iv) enable TCP Segmentation Offload (TSO) to reduce transmit CPU
load, enable Generic Receive Offload (GRO), and enable/disable Large Receive
Offload (LRO) depending on the configuration, see Section 4.2.3; and (v) enable
interrupt moderation mechanisms as appropriate for the platform∗.
iPerf configurations. We use iPerf-2.0.14 [211] in TCP mode†, which uses
multiple threads to transfer unidirectional traffic, with a configurable rate, over one
or more TCP sockets between one sender and one receiver. In our experiments,
we tune the number of TCP connections and message blocks to maximize iPerf
throughput when IOMMU is disabled; more specifically, we use 384 TCP
connections and 128-KiB blocks for read/write system calls (of course, TCP
segments these blocks according to window bounds), and report the transport level
throughput.
Parameters. We explore the impact of the following parameters on experiments:
(i) iommu configuration (off, on, mapping size); (ii) offered rate, RIN, enforced
by rate limiting the sender, which affects both CPU load and IOMMU translation
rates; (iii) MTU, which affects the receive buffer size and IOMMU translation rate
for a given offered rate, and (iv) platform, to study the behavior of different CPUs
and NICs.

MTU experiments use multiples of 1500 between 1500 and 9000 (both
commonly used values), plus MTU=3690 that is the largest value allowed with
4-KiB buffers for our NIC. We have verified that our testbed can get within 2-3%
of line rate at those MTUs‡.

∗We observed that the AMD EPYC 74F3 processor had a hard time dealing with a large number of
interrupts per second, which occurs at high packet rates and with a large number of queues. We mitigate
the problem by setting the sysctl parameter napi_defer_hard_irqs=1 that was introduced in the
Linux kernel specifically to address that issue.

†iPerf uses standard Linux system calls, and in UDPmode it cannot saturate a 200-Gbps link due to
high per packet costs caused by per-packet system calls and fewer batching opportunities. Appendix B.5
investigates the IOTLB overheads on both throughput & latency with UDP traffic using DPDK-based
FastClick [45, 24].

‡A very fine-grained sweep of MTU values showed some significant throughput drop with MTUs
below 1000, or MTUs above 1500 and below 3000; see Appendix B.2. For other values, the testbed
behaves as expected so there is no need to run subsequent experiments with too fine granularity.
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The maximum achievable data and packet rate depend on the MTU. On the
wire, each packet occupies the link for WIRE_SIZE = (MTU + 38) bytes (i.e.,
14-B Ethernet header, 4-B CRC, 20-B preamble & inter-packet gap) limiting the
maximum packet rate to link_rate/(8 × WIRE_SIZE). Each packet carries a
payload of MSS∗ = (MTU − 52) bytes (20-B IP header, 20-B TCP header, 12-B
TCP options in IPv4), thus the maximum achievable transport-level throughput
(“application line rate” for brevity) is a fraction MSS/WIRE_SIZE of line rate
(e.g., 0.9418 for MTU=1500, 0.9900 for MTU=9000).
Metrics of interest are averaged across the entire duration of the experiment. They
include: (i) throughput (TP), which deviates from offered rate in presence of
bottlenecks; (ii) throughput drop percentage, 100 × (TPNO_IOMMU−TPIOMMU)

TPNO_IOMMU
, which

details the relative loss introduced by IOMMU; and (iii) IOTLB misses per MiB,
which indicates how often we incur IOTLB misses. This unusual third unit is
chosen to make the metric comparable across different experiments, as will be
discussed later.

4.2.1 Data Rate and IOTLB Wall
Our first set of experiments explores the receiver behavior on IceLake (with 32
logical cores and a 200-Gbps NIC), with MTU=1500B and 1024 RX descriptors.
Figure 4.1 shows how the throughput and CPU utilization on a TCP receiver vary
with offered rate. Without IOMMU, we almost reach line rate before becoming
CPU-bound. Enabling IOMMU on the receiver caps the rate causing a significant
throughput drop, not due to CPU overload ( as CPU utilization remains around 60%
in this experiment), but to reasons explained in Section 4.1.1.

Figure 4.1 shows the average throughput and CPU utilization at different
offered traffic rates. Without IOMMU, throughput matches the offered rate up to
∼160Gbps, when occasional drops start to occur, and CPU load becomes super-
linear because of the extra cost to process retransmissions and out-of-order traffic.
At CPU saturation, the system achieves ∼185Gbps, not far from the theoretical
maximum of 188Gbps. With IOMMU ON, linearity breaks and drops start to
appear much earlier, ∼130Gbps, and throughput eventually tops ∼150Gbps with
CPU utilization never going above 60%.

To explain the throughput drop, which is clearly not due to a CPUbottleneck, we
measured and show in Figure 4.2, the throughput drop percentage and the IOTLB
misses per MiB at different offered rates.

∗Maximum Segment Size (MSS)
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Figure 4.1: TCP throughput and receiver CPU utilization with and without
IOMMU on the receiver (200-Gbps link, MTU=1500). Enabling IOMMU on a
receiver puts a hard limit on the TCP throughput. Note that the receiver’s CPU
utilization (lower graph) is well below saturation [53].
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Figure 4.2: Throughput drop and IOTLB misses per MiB versus offered rate,
MTU=1500. Misses have a sudden jump when the receiver starts dropping packets,
because drops create buffer shuffling and in turn reduces address locality [53].
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IOTLB misses discussion. In this experiment with MTU=1500 & MSS=1448,
1 MiB requires 220/1448 ≈ 725 RX buffers, each one using half of a 4-KiB
page. In normal conditions, it is very likely that contiguous RX descriptors use
contiguous half pages; accessing the first half page will cause an IOTLB miss on
the last level IOMMU entry, while the second half page will be served from the
IOTLB. This alone causes ∼420 misses per MiB. The remaining 80-100 misses
per MiB can be explained by misses on the next level IOMMU entries, and the
interleaving of traffic on a large number of queues, which breaks the regular pattern
and causes additional misses also on the next IOMMU level.

When packets start being dropped (around 130Gbps), the misses per MiB
jumps up suddenly. We theorize that the packet drops cause shuffling in received
buffers, which in turn reduces locality and creates more misses per packet.

To prove our hypothesis, we ran another experiment with 4-KiB buffers
(MTU=3690). In this case, we expect a last level IOTLB miss on every buffer,
even without shuffling, but there are ∼288 buffers per MiB, fewer than before.
Figure 4.3 proves our theory, and also shows that the throughput drop now occurs
at a higher rate (i.e., ∼150Gbps) because of the lower number of misses per MiB.
Note how the step in misses between the two regimes still exists, but it is smaller.
The reason for this step is as follows: while shuffling within the same 4-KiB block
causes no additional IOTLB miss, there is a significant number of 4-KiB blocks
in each RX buffer pool (almost double the number of blocks for MTU=1500), and
shuffling across these boundaries does cause extra IOTLB misses.
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Figure 4.3: Throughput drop and IOTLB misses per MiB versus offered rate for
MTU=3690. The modest reduction in misses compared to Figure 4.2 causes a
significant increase in the rate where drops start to appear [53].
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Main takeaway. Comparing Figure 4.2 and Figure 4.3 gives an important piece
of information: a modest reduction in IOTLB misses per MiB (e.g., from ∼420
to ∼360 as in our experiments) can significantly shift the rate at which we start
experiencing drops. This knowledge will be useful when designing our mitigations.

4.2.2 Effect of MTU Size
We now explore the impact of different MTUs on throughput in two different
regimes: (i) underloaded (100-Gbps offered load) and (ii) overloaded (200-Gbps
offered load). Figure 4.4 shows the IOTLB miss per MiB for both regimes.
The misses per MiB follow our expectations, with slightly higher values in the
overloaded case, matching the steps we see around the IOTLB wall in
Figures 4.2 and 4.3.
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Figure 4.4: Receiver side average IOTLB misses per MiB for different MTU sizes,
in underloaded (100-Gbps) and overloaded (200-Gbps) conditions [53].

When underloaded, with and without IOMMU, throughput matches the offered
load, whereas overloading the system can cause additional drops. Figure 4.5
compares the throughput in the overloaded condition with and without IOMMU,
where we see up to 20% drop introduced by IOMMU.



92 | Toward Secure Multi-Hundred-Gigabit-Per-Second Services

 0

 50

 100

 150

 200

 1000  2000  3000  4000  5000  6000  7000  8000  9000

T
h

ro
u

g
h

p
u

t 
(G

b
p

s)

MTU Size (Byte)

IOMMU-ON (4-KiB)
IOMMU-OFF
Maximum Achievable Rate

Figure 4.5: Throughput with/without IOMMU for different MTU sizes, in
overloaded (200-Gbps) condition [53].

4.2.3 Large Receive Offload (LRO)
LRO enables the NIC to reassemble received contiguous packets into larger buffers,
thus increasing address locality and reducing the number of IOTLB translations.
However, the dynamics depend heavily on the buffer size. Figure 4.6a shows the
effect of LRO on the average IOTLB misses per MiB in both underloaded and
overloaded conditions. As expected, LRO effectively reduces IOTLB misses per
MiB for sub-4-KiB MTUs where the NIC could assemble multiple buffers into
a single 4-KiB page. Figure 4.6b shows that effect of LRO on throughput when
operating at overloaded conditions with and without IOMMU; our processor is
capable of achieving the same throughput without LRO.
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Figure 4.6: Effect of LRO on IOTLB misses and throughput in underloaded
and overloaded conditions. Note that LRO does not affect throughput in
Figure 4.6b [53].

4.2.4 TX & TCP Segmentation Offload (TSO)
This section explores the behavior of the DuT as a sender and studies the impact of
IOMMU on the TX path. Figure 4.7a plots the maximum throughput achieved at
different MTUs. Without IOMMU, the sender is close to the maximum theoretical
line rate at all MTUs, with or without TSO. Enabling the IOMMU, without TSO,
introduces a throughput drop even greater than on the receive side. Figure 4.7b
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explains that the difference occurs due to a much higher number of IOTLB misses
per MiB than what we experience on the receive side (see Figure 4.4). Without
TSO, each TX packet is made of at least two memory buffers: one for the header,
one for the payload, and sometimes more if the payload comes from two different
sendmsg() calls (as opposed to the receiver where each RX packet uses a single
buffer). Larger MTUs reduce the number of segments, resulting in fewer misses
per MiB and higher throughput.
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Figure 4.7: Using TSO reduces the IOTLB overheads on the TX path due to fewer
IOTLB translations [53].
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With TSO, TX packets sent to the NIC are made of one header followed by up
to 64-KiB of data, generally making full use of 4-KiB pages. The NIC takes care
of segmentation, thus requesting approximately one translation request per 4-KiB
of data (256 per MiB) irrespective of the MTU. This reflects perfectly in the TSO-
ON curve in Figure 4.7b, with approximately constant ∼300 misses per MiB (the
extra ones, once again, come from accesses to descriptors, interrupts, and next level
IOMMU entries).

4.2.5 Different Processors
This section compares the impact of IOMMU on different processors. The key
difference, for our study, is the PCIe bus version, which in turn affects themaximum
PCIe bandwidth, NIC link speed, and also influences the vendor design choice of
the maximum number of supported outstanding PCIe transactions. In fact, PCIe
“posted data” credits, a hardware feature that affects the maximum number of
outstanding PCIe write transactions, tend to be proportional to the bus speed (i.e.,
PCIe-4 buses target approximately twice the target bus speed as PCIe-3 ones).

We separate the evaluation into two blocks: 100Gbps and 200Gbps, and
present throughput without and with IOMMU, and IOTLB misses per MiB.
100-Gbps link speed. This set of experiments uses the NIC at 100Gbps, which
is the highest supported NIC link rate on PCIe-3.0. We compare Intel Skylake &
CascadeLake (with PCIe-3.0) and our previously used IceLake (with PCIe-4.0).

Figure 4.8a shows the receiver throughput on the various platforms with and
without IOMMU at different MTUs. Noticeably, one of our workstations is unable
to achieve line rate at the smaller MTUs∗.

Enabling IOMMU further differentiates the behavior, with IceLake still being
able to achieve line rate across the board, whereas SkyLake and CascadeLake
experience throughput drop. More specifically, CascadeLake suffers from larger
drops due to IOMMU across different sized MTUs.

Figure 4.8b shows IOTLB drops per MiB with IOMMU. Despite similar
numbers for IceLake and SkyLake, the latter performs significantly better, suggesting
that it can handle a larger number of outstanding transactions without creating a
bottleneck, per the model in Section 4.1.1. Our IceLake processor has a PCIe-4.0
bus, as opposed to the PCIe-3.0 used on Skylake.

Worth noting is the higher number of IOTLB misses for CascadeLake, which
suggests a much higher number of misses in the next-level IOMMU table, in turn,
an indication of a less effective IOTLB (smaller size, or different management) than
the other processors.

∗Some tuning might help, but that is beyond the purpose of this study.
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Figure 4.8: Throughput and IOTLB misses on several Xeon processors, operating
at 100Gbps [53].
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200-Gbps link speed. Two of our systems, IceLake and AMD, support PCIe-4.0
and 200-Gbps NICs, so we compare the throughput drop introduced by IOMMU for
them∗. As our AMD EPYC processor achieves a higher throughput with LRO even
without IOMMU (see Figure 4.9a), we compare two processors with this feature
enabled.

Figure 4.9b plots the maximum throughput of Intel IceLake and AMD EPYC
processors with and without IOMMU for different MTUs. These results show that
AMD EPYC’s IOMMU induces a very low overhead on throughput at almost all
MTUs, but it is only capable of achieving line rate forMTUs larger than 3000 bytes.

∗We do not compare IOTLB misses per MiB since Intel and AMD have different IOMMU
architectures.
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4.2.6 Different NICs
NIC device drivers may use different implementations for RX buffer pools to
(de)allocate receive buffers, see Section 4.1.2.1. This section evaluates the impact
of the driver implementation on IOTLB misses. More specifically, we compare
the ice driver used by a 100-Gbps Intel E810 NIC and the mlx5 driver used
by a 100-Gbps NVIDIA/Mellanox ConnectX-6 NIC. The mlx5 driver uses the
Page Pool API [203] for receive buffer management, whereas the ice driver has
its own custom implementation. Figure 4.10 shows that mlx5 achieves slightly
fewer IOTLB misses per MiB than ice driver; both NICs reach the maximum
achievable rate for all MTUs. Furthermore, we observed that both drivers often
perform continual page allocations at high rates.
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Figure 4.10: IOTLB misses of Intel E810 and NVIDIA/Mellanox ConnectX-6
NICs at 100 Gbps [53].

4.2.7 Other Workloads
Our study hasmainly focused on iPerf microbenchmarks that represent applications
capable of running at line rate with data-center-like RTTs and limited packet drops.
This section concludes our evaluation by measuring IOTLB misses in two other
scenarios considering (i) workloads with higher rates of packet drops and (ii) a
less I/O intensive application (i.e., Memcached).
Packet drops. Packet drops could cause receive buffers to be held longer in
the Linux kernel, negatively affecting the buffer recycling and shuffling (see
Section 4.1.2.1). To measure the impact of longer receive buffer lifetimes (caused
explicitly by packet drops), we developed a kernel patch that artificially drops
packets in the kernel network stack to induce TCP e-transmissions. Figure 4.11
shows that the higher the drop percentage, the higher the IOTLB misses per MiB.
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In other words, longer buffer lifetimes put greater pressure on the IOTLB. For
instance, dropping ∼3% of the packets for every TCP flow could increase IOTLB
misses per MiB by up to ∼2.5×.
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Figure 4.11: Packet drops put more pressure on IOTLB due to buffer shuffling and
poor recycling [53].

Memcached. To show the applicability of our evaluations to less I/O intensive
applications, wemeasure the number of IOTLBmisses for aMemcached workload.
We use a 32-coreMemcached-SR [212]&mutilate [213] and 64-B keys& 128-KiB
valueswith 50/50 SET/GETworkloads [202] to achieve a comparable rate (90Gbps
when TPS=∼170k) to our iPerf measurements. Figure 4.12 shows thatMemcached
causes 450-500 IOTLB misses per MiB (same range as iPerf), despite being less
I/O intensive and having other throughput bottlenecks. We interpret the existence
of these iPerf-comparable results as a validation of our choice to use iPerf as the
main driving application (in addition to its inherently deterministic behavior).
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Figure 4.12: Memcached (a less I/O insensitive application) has a similar IOLTB
pressure to iPerf at 90 Gbps (TPS=∼170k) [53].

4.2.8 Summary of Characterization
This section showed that IOMMU is a major performance bottleneck when the
offered network rate approaches 200Gbps. Using LRO & TSO can reduce the
number of IOTLB translations and partly mitigate the IOTLB overheads, especially
for small MTU sizes, but still cannot eliminate the overheads at full line rate.
Therefore, it is essential to come up with more effective solutions.

4.3 A Solution to IOTLB Wall
Current processors support IOMMU mappings with 2-MiB and 1-GiB entries.
Having established that reducing IOTLB misses, even by a modest amount, has
great benefits on throughput (Figure 4.3), the use of larger mappings is an obvious
way to increase the chance that multiple buffers share the same IOMMU entry.

To prove the effectiveness of this approach, we ran a crude experiment backing
buffers with 2-MiB memory “hugepages” and mapping them with 2-MiB IOMMU
entries, without much attention to CPU costs and memory usage. Figure 4.13
proves that with such large mappings, we can achieve almost the same throughput
as without IOMMU.

Our proposal thus focuses on how to build a hugepage-aware buffer allocator
to be used for NIC buffers. In the next section, we discuss challenges that arise in
designing this subsystem and explore available options to address them.
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4.3.1 Challenges and Design Options

Allocation availability and CPU cost. The kernel allocates memory in 4-KiB
units and uses virtual memory to map non-physically-contiguous pages into larger,
virtually contiguous segments to satisfy any request from clients.

The kernel runs background compaction tasks to merge free pages into larger,
physically contiguous blocks, to satisfy e.g., requests from peripherals that do not
support scatter/gather I/O, or for performance-sensitive systems that need to reduce
MMU and IOMMU translation costs. Part of this effort includes remapping pages
in use to some other locations, to ease compaction. A 2-MiB page, however,
requires a significant amount of coalescing (i.e., 512 contiguous 4-KiB-sub-pages),
and in a long-running system with significant memory fragmentation, it may be
difficult to find a spare one without asking for explicit compaction.
Memory stranding. One common option to obtain hugepages is to reserve them at
boot time for a specific use, but this makes the reserved memory unavailable even
when the intended client has no need for it. Furthermore, a boot-time reservation
requires knowledge of the worst-case memory requirements.

For a network device, that is complicated: on the RX side, there is a minimum
amount of buffers needed to populate receive queues, but these buffers are passed to
applications’ socket buffer and become unavailable for the NIC until the application
has consumed the data. Similarly, on the TX side, buffers (allocated after the
sendmsg() call and used for TCP) cannot generally be released until congestion
control allows transmission and an acknowledgment has been received from the
remote endpoint.
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As a minimum, a sender should allow for an amount of buffering equal to the
bandwidth-delay product. Frontend servers for residential customers are likely
to deal with O(10–100ms) RTT, which at 200Gbps is 2–3GiB of memory. A
similar minimum amount may be needed on the receive side, to buffer out-of-order
data. Occasional CPU overloads resulting in delayed reads, or systems with a very
large number of outstanding TCP connections, may cause the total socket buffer
requirements to exceed our bandwidth-delay product size.

Depending on the use case, reserving several GiB of memory for network
buffers may not be completely out of the question. However, an interesting feature
of the problem is that we do not need to completely eliminate IOTLB misses, but
simply reduce their impact just enough to prevent them from becoming the primary
throughput bottleneck.
Memory fragmentation. Once we solve the problem of obtaining hugepages from
the kernel, our memory allocator should be able to handle memory fragmentation
by itself: transmit and receive buffers only need to handle MTU-sized blocks of
data, each with a possibly different lifetime. The buffer managers, mentioned in
Section 4.1.2.1, typically receive 4-KiB pages as input, and split them internally
into a small number (e.g., 2) of smaller chunks to be used as packet buffers. In
our case, the input is 2-MiB pages, split in 512..1024 chunks. Over time some of
these pages may become unavailable (e.g., because they are stuck in socket buffers
that are never read from). We call this phenomenon “buffer leakage”, which is
something that requires the buffer manager to slowly allocate new buffers.
Locality. Using 2-MiB IOMMU mappings does not guarantee locality if we
randomly pick buffers from different hugepages. Our allocator should thus track
and in a way support returning contiguous buffers to the NIC when it replenishes
the receive queues.

Both fragmentation and locality can be addressed with solutions that allow fast
access to the state of contiguous buffers (such as, a bitmap indicating which chunks
from a 2-MiB page are available, combined with existing kernel reference counts
on the underlying 4-KiB pages).

4.3.2 Proposed Solution
Given the above constraints, we designed and implemented our initial prototype
by interposing a hugepage allocator, HPA, between the NIC memory allocator
(currently PagePool API∗, which for us is an opaque block) and the kernel memory
allocator. Future versions will completely replace the Page Pool API and integrate
functionality into the HPA for better locality and performance. The system works
as follows:

∗Appendix B.4 elaborates on our current implementation.
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• When the HPA needsmemory, it calls the kernel memory allocator asking for
one 2-MiB page, maps it into the IOMMU, and splits it into 4-KiB fragments
kept in its internal cache. It also keeps track of the mapping to undo the
mapping when the NIC releases its memory. In future versions, to avoid
blocking in the hot path, the HPA will try to issue kernel requests in the
background. If a 2-MiB page is not immediately available, it will fall back
to regular 4-KiB pages.

• When the NIC device driver needs new buffers, it passes the request to our
HPA, which replenishes the cache if needed, and responds with 4-KiB pages
from its cache. The NIC then uses the IOVA for the page that has been
supplied by the HPA, instead of creating (and removing when done) a new
IOVA.

• In steady state, the NIC should be able to recycle pages through its own
memory allocator, e.g., Page Pool API, and not issue new requests to the
HPA.

• Occasionally pages may not be recycled and are instead returned back to the
kernel (“leaked”, from the point of view of the NIC; but fully recovered, in
terms of memory usage) triggering more requests to the HPA.

The HPA does not waste memory but does keep pages mapped in the IOVA until
its pages have been fully released.

4.3.2.1 Discussion and Future Works

Our current solution is constrained by the desire to avoid massive changes to
the existing device drivers, and is amenable to several optimizations, especially
regarding the handling of corner cases. Nevertheless, it allows us to study in more
detail the behavior of the system when using large IOTLB mappings. Open issues
and futureworks include the followings (some have already beenmentioned above):
Background page allocation, fallback to 4-KiB pages. We have not yet
implemented this feature, which would be useful in systems with low memory
availability.
Locality improvements. By completely removing the existing page buffer and
absorbing its functionality in our allocator, we can do a better job in feeding the NIC
with buffers that are closer in the IOMMU address space, following the indications
given previously.
Transmit side support. Our allocator currently handles only the receive side.
Transmit buffers are allocated during a sendmsg(), agnostic to the destination of
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the message. It should be possible to infer, from the file descriptor, whether such
data are destined to a NIC using IOMMU, and allocate the TX buffer from a pool
of memory backed by and mapped as a hugepage. Our current implementation is
deployable as-is and it is not dependent on the transmit-side solution.
Recovery from thrashing. Despite our best efforts, it may happen that the system
enters a thrashed state where available buffers cause excessive IOTLB misses. The
system should be able to detect this regime (e.g., by looking at NIC packet drop
counters on the receive side) and replenish the HPA with a fresh set of hugepages,
so that the current, poorly placed pages can be quickly phased out in favor of a new
set.

4.4 Evaluation
This section evaluates the effectiveness of using large IOTLB entries for 200-Gbps
networking using our proposed memory allocator. Section 4.5 answers some
additional questions about our approach.

4.4.1 IOTLB Misses and Throughput Drop
We already showed in Figure 4.13 that the 2-MiB mappings almost completely
recover the throughput drop introduced by IOMMU. This is shown in more detail
in Figure 4.14a, where we see that 2-MiB mappings only causes a modest 5% drop
for MTU=1500, and enables the system to get very close to the no-IOMMU case
for larger MTUs.

Figure 4.14b compares the average number of IOTLB misses per MiB for the
original IOMMU mappings (with 4-KiB IOTLB entries) and our implementation
(with 2-MiB IOTLB entries). These results show that employing hugepages helps
overcoming the IOTLB wall at 200Gbps, as the number of IOTLB per MiB
misses is reduced (by up to ∼10×, giving us a large safety margin for operation).
The gap (350-400 misses per MiB) is in good accordance with our estimates in
Section 4.2.1.
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Figure 4.14: Larger IOMMU mappings on the receiver side significantly reduce
throughput drop and IOTLB misses [53].

4.4.2 Run-Time Allocation Overhead
To quantify the overhead of run-time allocation, we benchmarked the execution
time of the page-allocation function in the Page Pool API (i.e.,
page_pool_alloc_pages_slow) via kstats [214] over a period of 2 hours
with an offered load of 200Gbps. The default buffer allocator requests blocks
of 64×4-KiB pages from the kernel, whereas our mechanism has a granularity
of 512 (contiguous) 4-KiB pages. Individual allocations are thus very likely to
take much longer, but their cost is amortized over 8× more pages. The correct
model of operation is to request buffers in the background, so they do not block
critical sections, and then look at the amortized, per-page cost, which is what we
plot in Figure 4.15. The cost distribution for the two scenarios is similar, which
is encouraging. We surmise that this may depend on the relatively low memory
pressure in our testbed, making it possible to retrieve 2-MiB pages with relatively
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little extra CPU overhead.
We should keep in mind that in the presence of high memory pressure, we

can always fall back to 4-KiB pages, on the grounds that such a scenario will likely
introduce other bottlenecks (CPU or memory contention) that prevent reaching line
rate anyways.
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Figure 4.15: Per 4-KiB page allocation costs are similar with 4-KiB and 2-MiB
pages in our experiments [53].

4.4.3 Buffer Shuffling
To conclude, we want to revisit the dynamics of buffer shuffling with hugepage
mappings. Our previous experiments with 4-KiB mappings were extremely prone
to this problem, which showed up quickly at the first signs of congestion (see
Section 4.2.1). Due to the nature of this problem, we did not expect it to disappear
completely even with hugepage mappings. To understand the potential overheads
associated with buffer shuffling, where the long-term change in the order of buffers
causes consecutive pages to have different IOTLB mappings, we ran two types of
experiments: 1 (“No Pool”) where the buffer allocator does not recycle buffers
internally, and instead always gets fresh buffers, and 2 where the existing allocator
recycles buffers very aggressively rather than making new allocations, reusing the
same block of 256 or 512 × 2-MiB pages per queue.

Figure 4.16 shows the IOTLB misses per MiB over time. All experiments have
a modest amount of packet drops. As expected from our previous experiments all
three cases start with a low number of misses. As expected, the “No Pool” case
has a low miss rate for the duration of the experiment. This occurs since there is
no source of buffer shuffling, despite the packet drops. The experiment with 512
pages starts to show an increasing number of misses after about 2 minutes, and
the curve grows over time as more and more packet drops cause more severe buffer
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shuffling (the growth is bounded because eventually there is a hard limit given by the
maximum link data rate). In the experiment with 256 pages, the shuffling appears
later but grows more rapidly because the smaller pool gives more opportunities for
reshuffling.
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Figure 4.16: Increased IOTLB misses due to the buffer shuffling could cause
IOTLB to again become a bottleneck for an iPerf server receiving 1500-B frames
with different pool sizes per queue. Data points are shown every 10 seconds [53].

4.5 Frequently Asked Questions

What makes your approach more adoptable? Previous attempts [215, 209, 208,
210, 202] focused on improving IOMMU performance, but most of them have
not been adopted, speculatively due to introducing hardware modifications [215,
209], imposing other overheads [210], and requiring massive kernel changes [210]
(including a larger “struct page” that is a central and fragile kernel data structure).
We believe our work is much less intrusive, as it is confined to a buffer allocator
without introducing dependencies. Our Page Pool extension can be deployed on
a per-driver or per-module basis as needed without global kernel changes, making
experimentation and gradual adoption a lot simpler and less risky.
Are hugepages the panacea? We showed that using statically mapped hugepages
can mitigate the performance overheads of IOMMU for high-speed networking.
However, hugepages are not a panacea, and faster link speeds would require larger
& larger hugepages to achieve optimal performance with the same number of
IOTLB entries. Therefore, future-generation hardware is expected to introduce
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changes to the IOMMU architecture, e.g., adapting the IOMMU page table as
proposed by [209] and/or modifying the IOTLB to support more concurrent
translations per second.
Does using hugepages relax security guarantees provided by IOMMU?
Switching to statically mapped hugepages may cause security concerns if we
do not use a specific memory pool, as the deallocated pages might be used by
the kernel or an application while still being exposed to an I/O device [216].
However, (de)allocating hugepage-backed buffers to/from a specific (I/O) memory
pool addresses these concerns. Note that each I/O device is limited to its own
domain mappings; therefore, using larger IOTLB entries provides the same I/O
device with a larger access domain and a longer access time, neither of which
should raise any critical concerns as long as the huge IOTLB mappings are only
used for I/O.
How about zero-copy mechanisms? There are a few old (e.g., sendfile and splice)
and recent (i.e., MSG_ZEROCOPY [217, 218] and MAIO [219]) techniques to
pass userspace buffers directly to the kernel, avoiding the data copying overheads;
however, most of these techniques are generally only effective for large
messages [220] (e.g., 10KiB [221]). Our approach is not designed with zero-copy
mechanisms in mind. As for the RX path, our approach may work for the recent
zero-copy receive mechanism introduced by Eric Dumazet [222, 223] & VMware’s
I/O memory allocator, called MAIO [219, 224]. However, it could raise additional
security concerns since DMA attacks may affect the user/application workflow.
As for the TX path, we rely on the current Linux kernel implementation to map
buffers to IOMMU. Drivers usually assume that the allocated buffers (i.e., in the
RX path) and/or received skbuffs from the kernel (i.e., in the TX path) are backed
by PAGE_SIZE (i.e., 4-KiB) pages. Therefore, they create a 4-KiB IOMMU entry
even if a buffer is allocated from a hugepage (e.g., a 2-MiB/1-GiB hugepage) in
userspace and passed to the driver via zero-copying. It is possible to extend the
available machinery with additional options/flags to notify the driver about the
granularity of IOTLB mappings, which remains as our future work.
Why should I care about IOMMU overheads in the Linux kernel instead of
using hugepages in kernel-bypass frameworks? While bypassing the kernel
provides better performance by avoiding some inherent kernel overheads (e.g., data
copying), it excludes applications from benefiting from the existing infrastructure
in the Linux kernel, thus requiring programmers to re-develop & maintain the
needed infrastructure in userspace. In particular, many networking applications
require different network stacks [225], which has resulted in some userspace
network stacks such as mTCP [226], f-stack [227], and TLDK [228]. However,
these userspace stacks are rarely maintained for a long period and they may (&
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do) contain bugs. Consequently, many applications are still being deployed that
use the Linux kernel∗ (despite its known overheads); therefore, it is important to be
able to mitigate IOTLB overheads in the Linux kernel.

4.6 Related Works
In addition to the works discussed throughout this chapter, other IOMMU-related
works can be grouped into three categories: 1 investigating the IOMMU security
vulnerabilities & the possibility of performing different DMA attacks [216, 229];
2 optimizing the performance of IOMMU for hypervisors and virtualized setups
[230, 231, 232, 233, 234]; and 3 presenting hardware proposals for future-
generation IOMMU technologies [209, 230, 235]. Additionally, Lesokhin et al.,
[236] enable Infiniband and Ethernet NICs to support I/O page faults. Moreover,
Agarwal et al., [237]measure the impact of IOMMUon host interconnect congestion.
Our contributions are complementary to these works.

4.7 Summary
IOMMU is one of the available technologies that was introduced to ease I/O
virtualization and to provide security & isolation. However, high-performance
systems tend to disable IOMMU to mitigate its performance overheads, thus
voiding the security & isolation guarantees. This chapter empirically studied
IOMMU in recent hardware and demonstrates that IOTLB overheads become even
more costly when moving toward 200-Gbps networking. However, we showed
that it is possible to alleviate these overheads in software by employing hugepage
IOTLB mappings, but there are many challenges in permanently eliminating these
overheads. The main takeaway of this chapter is that supporting 200/400-Gbps
networking demands fundamental changes in the Linux kernel’s I/O management.

∗It is worth mentioning that future Internet services may rely on QUIC and UDP (e.g., HTTP/3),
which makes it easier to rely on userspace implementations, see Section 6.1.
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Chapter 5

Related Works

THROUGHOUT this dissertation, we highlighted the most relevant works to
each contribution. This chapter briefly summarizes the related work to
this dissertation in a more consolidated way in order to have a better

understanding of the ongoing research targeting similar problems. More specifically,
we discuss the recent efforts geared toward improving packet processing and
facilitating the deployment of multi-hundred-gigabit-per-second network services.
From a high-level perspective, most of the relevant works (i) propose/employ
software optimizations to mitigate inefficiencies and/or (ii) utilize/propose
programmable hardware to benefit from (introduce) more customized packet
processing capabilities at high rates. Figure 5.1 illustrates a more detailed overview
of the relevant works, where software & hardware optimizations are divided into
subcategories. Sections 5.1 (software) and 5.2 (hardware) go through each category
and list the most relevant & influential related works.

Related Works

Software (S/W)

Cache/Memory
Optimizations

In-Kernel
Processing

Execution &
Load Balancing

Verification & Security

Others

Hardware (H/W)

Studying
Existing H/W

Proposing
New H/W

Utilizing
Programmable H/W

Figure 5.1: An overview of recent efforts geared toward high-speed networking.
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5.1 Software-Related Works
Section 1.2 emphasized the importance of utilizing the underlying resources
efficiently due to the saturation of per-core performance. To do so, it is important
to mitigate software inefficiencies and make the most out of the available cache
memories to be able to process packets at multi-hundred-gigabit-per-second
rates [238, 26]. This section enumerates some of the key recent trends in optimizing
software for high-speed networking applications.
Cache/memory optimizations. While many have previously shown the benefits of
cache partitioning & cache-aware memory management for different
non‑networking applications [239, 240, 241], a recent series of publications have
focused on I/O-aware cache partitioning for networking applications. In particular,
SLOMO [242], ResQ [97], and IAT/IOCA [243, 244] have used CAT to perform
I/O-aware cache partitioning to improve performance predictions andminimize I/O
contentions caused by DDIO. Moreover, Cavast [245] has employed page coloring
to optimize the cache utilization of large key-value stores.
In-kernel processing. Section 4.5 already highlighted the importance of having
high-performance in-kernel solutions despite the existence of kernel-bypass
frameworks for packet processing. In this regard, Cai et al., [48] studied the
Linux kernel and presented measurements & insights to improve its performance
at multi-hundred-gigabit-per-second rates. Additionally, Cai et al., [246] proposed
a disaggregated network stack architecture to enable efficient & independent
resource allocation& scheduling for terabit-per-second packet processing pipelines.
Moreover, some works have relied on Extended Berkeley Packet Filter (eBPF)
to (i) offload the application logic (e.g., keeping a key-value store cache in
the kernel [212]), (ii) process packets [247, 248], or (iii) balancing application
requests [249] in the kernel. Section 6.1 discusses this trend in more detail.
Execution & load balancing. To find the appropriate trade-off between the
memory footprint & the inter-core communication overheads, some works have
thoroughly studied different packet processing (aka NFV) execution models [16,
250] (i.e., RTC vs. pipeline models). Achieving high performance via a RTC
model that minimizes the inter-core communication requires careful balancing
of the load among different cores. To do so and to improve load balancing,
RSS++ [186] and Metron [16] introduced a dynamic RSS table and employed
flow steering techniques, respectively. Moreover, some works (e.g., SNF [17] and
OpenBox [92]) have intensively optimized the NF processing graph to improve the
performance of packet processing frameworks.
Verification & security. The transition toward NFV has improved time-to-
market & flexibility, but the frequent software changes/updates make the NFs more
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error‑prone, increasing the chances of shipping softwarewith uncaught bugs. Some
works (e.g.,KLINT [251], Vigor [146], and VigNAT [145]) have focused on formal
verification of NFs to address this issue. In addition, some works (e.g., PIX [252]
and BOLT [253]) have proposed performance contracts/interfaces to predict and
improve the performance of NFs. Furthermore, CASTAN [147] has employed
symbolic execution techniques to synthesize adversarial workloads and reason
about NF performance. In addition to verification, a few works have focused on
network security at high rates. For instance, Retina [254] proposes a framework to
analyze 100-Gbps traffic on commodity hardware.
Others. Moving towardmulti-hundred-gigabit-per-second rates requires optimizing
different aspects of software such as locking/synchronization and data structures.
In particular, many stateful NFs heavily rely on different types of hash tables to keep
track of connection states, which requires a good understanding of data structures
to implement an efficient solution. For instance, Girondi et al., [255] thoroughly
studied different implementations of connection tracking in modern high-speed
NFs. Moreover, some works (e.g., MiddleClick [256] and ClickNF [257]) have
tried to provide an efficient userspace infrastructure to process stateful & TCP-
based NFs and modify the content of flows.

5.2 Hardware-Related Works
While performing software optimization is necessary for achieving high
performance, there is a fundamental limit to the maximum achievable performance
of hardware. Therefore, an active area of research is constantly trying to study,
propose, and utilize new hardware to facilitate the processing of multi-hundred-
gigabit-per-second network traffic. This section highlights some of the key trends
in this context.
Studying existing hardware. A series of publications have focused on
understanding the performance of the existing technologies in accordance with
higher network traffic in order to improve future generations of technologies and
utilize them more efficiently. First, Neugebauer et al., [49] studied the de facto I/O
interconnect∗ of commodity hardware, i.e., PCIe, presents a theoretical model and
benchmark to understand its performance implications. Second, Katsikas et al.,
[51] studied the benefits & limitations of offloading capabilities offered by smart
(commodity) NICs. Last but not least, Wang et al., [259] developed an analytical

∗It is worth mentioning that NVIDIA uses NVLink to accelerate all-to-all Graphics Processing
Unit (GPU) communication and to perform AllReduce operation at NVSwitches [258]. Additionally,
Compute Express Link (CXL) is a recently introduced open standard for high-speed CPU-to-device and
CPU-to-memory connections, which may replace PCIe.
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framework to predict the effectiveness of DCA∗.
Proposing new hardware. A large series of work (mainly from the computer
architecture community) focus on proposing architectures for future-generation
hardware to process packets more efficiently. Enumerating all publications is out
of the scope of this dissertation, but we briefly highlight some of the interesting &
more relevant proposals for multi-hundred-gigabit-per-second packet processing.
HALO [260] proposes changes to (i) the NUCA architecture of Intel CPUs and
(ii) x86-64 instruction set to perform near-cache flow classification. IDIO [261]
extends DDIO to L2 cache (aka Mid-Level Cache (MLC)) and proposes three
mechanisms to improve tail latency of networking applications. NanoPU [262]
proposes a new NIC-CPU co-design to accelerate the fast path between the
applications & the network by directly placing the incoming packets into CPU
registers (as opposed to DCA and DDIO that inject the incoming packets in the
CPU cache). ORCA [263] presents a network & architecture co-design solution to
offload data center applications using RDMA and cache-coherence accelerators.
HTA [264] proposes a few instructions to accelerate hash tables lookups and
updates. RPCValet [265] introduces a software-hardware co-design to perform
dynamic load balancing in multicore CPUs with an integrated NIC.
Utilizing programmable hardware. Multi-pipeline programmable switches and
smart/FPGA NICs have recently gained a lot of traction. Many researchers focus
on exploiting the processing capabilities offered by this hardware to perform
costly operations in the network. However, this hardware comes with limitations,
e.g., it supports limited arithmetic operations and/or has limited memory, which
typically requires meticulous scheduling to run applications on variant devices
in heterogeneous setups with CPU-based servers, multi-pipeline programmable
switches, and smart NICs. For instance, Galium [59] designs & implements
a compiler to split the input NF code into two parts running on x86 servers
and programmable switches. Additionally, Flightplan proposes a toolchain to
disaggregate a single P4 program into subprograms and execute them across
different dataplanes (e.g., programmable switches, FPGAs, and x86 servers). Many
works have used this hardware to (i) load balance requests (e.g., Cheetah [188]),
(ii) accelerate key-value stores (e.g., NetCache [266] and KVSwitch [267, 268]),
(iii) utilize the available bandwidth more efficiently by storing the unnecessary
parts of packets in the network (e.g., PayloadPark [269], Ribosome [270],
NFSlicer [271], and nicmem [272]), and (iv) design FPGA accelerators (e.g.,
FlowBlaze [273], KV-Direct [274], and Pegasus [179]). Moreover, some works
have used smart NICs to accelerate the protocol stack [275, 276] and perform non-
uniform DMA on multi-socket CPUs (e.g., IOctopus [277]).

∗We have also done a similar study in this doctoral research project; see C2 in Section 1.5.2
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Chapter 6

Conclusion and Future Works

THIS dissertation focused on optimizing the performance of packet processing
by identifying opportunities in both software and hardware to realize
low-latency Internet services.

Chapter 2 focused on improving the cache utilization for virtual NFs. To do so,
we scrutinized the cache architecture in modern Intel processors. We identified
the non-uniform architecture of LLC and showed that it could be exploited to
reduce average access latency to LLC by 20%. Finally, we used this knowledge
and introduced CacheDirector, a network I/O solution, which can reduce the tail
latency of time-critical NFV service chains.

Chapter 3 demonstrated the impact of performing whole-stack optimization
on the performance of high-speed software packet processing frameworks. We
introduced PacketMill that significantly increased performance when processing
packets at ≈100Gbps.

Chapter 4 characterized the performance of IOMMU & IOTLB at 200 Gbps.
We showed the necessity of employing hugepages to provide performant I/O
security solutions in the Linux kernel; and discussed the challenges of implementing
a hugepage-aware memory manager for the device drivers.

The works done during this dissertation successfully satisfied our pre-defined
objectives (see Section 1.3 on page 5). However, there still remains work,
which could be pursued to further facilitate realizing low-latency Internet services
on multi-hundred-gigabit-per-second commodity hardware by providing more
optimized packet processing solutions. The next section proposes some possible
directions to continue this project.
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6.1 Future Works
In addition to the future works already described throughout this dissertation, a
continuation of this project should be able to answer the following questions in
order to realize low-latency Internet services on multi-hundred-gigabit-per-second
commodity hardware.

Q.1 What are the performance implications of existing features in current hardware
& software (e.g., mitigations against microarchitectural attacks and power
& frequency management) when shifting toward multi-hundred-gigabit-per-
second rates? How should we use/reform them to fit the needs of future
networking trends?

Q.2 What are the shortcomings of modern networking equipment, such as network
interfaces and switches? How should we design the next-generation networking
equipment? How should we overcome the challenges of employing current
offloading capabilities when considering the trade-offs between cost, flexibility,
and performance?

Q.3 How does the current Linux-based networking infrastructure scale with
increasing link speeds? What are the required changes to adapt/reform
the Linux network stack to enable high-performance, low-latency, and low-
overhead processing?

Q.4 Can eBPF act as a performant packet-processing alternative solution compared
to its kernel-bypass counterparts? What are eBPF’s current challenges and
possible opportunities to address them?

Q.5 What are the potential replacements for the TCP protocol in the future? How
can they perform at multi-hundred-gigabit-per-second rates? How should
we adapt the existing packet processing pipelines to provide an efficient and
performant platform for all Internet services relying on different protocols?

Q.6 What are the possible ways to adapt general-purpose hardware to make them
more compatible with the current packet processing requirements?

Q.7 What are the anticipated trends for future-generation data center architecture?
How do they affect existing networked systems?
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Q.8 Can we improve the training of large machine-learning models with the
recent advances in networking equipment? What are the potential solutions
to perform machine learning and inferencing at multi-hundred-gigabit-per-
second rates? Additionally, can we improve packet processing by employing
machine-learning techniques? Is it possible to accurately predict network
traffic patterns?

Q.9 Is P4 the suitable domain-specific language for programming any kind of
data plane? What are its shortcomings? How can we improve it for future-
generation packet processing?

The following list summarizes some works that could potentially answer some
of these questions.

Building multi-hundred-gigabit-per-second Linux-based infrastructure. As
shown by a recent study [48], the current Linux networking infrastructure is not
performant enough to run 100-Gbps networking applications. Consequently,
many high-performance applications have to rely on kernel-bypass frameworks
(e.g., DPDK) to be able to run at the speed of the underlying hardware. While
bypassing the kernel provides better performance by avoiding some inherent kernel
overheads (e.g., data copying), it excludes applications from benefiting from the
Linux kernel’s existing infrastructure in (see Section 4.5). Consequently, the
preferred way to deploy applications is to use the Linux kernel to benefit from
the continuous maintenance and long-term efforts put into the kernel by the
community. Future work can take a step toward building a more multi-hundred-
gigabit-friendly network stack in the Linux kernel. In particular, one could study
the current I/Omemory (buffer)management and propose techniques/modifications
to facilitate integrating overhead-free zero-copying networking into the kernel
without imposing new criteria for applications while still benefiting from the
available network stack (as opposed to XDP or DPDK).

Building performant packet processing solutions via eBPF. This dissertation
has primarily focused on the performance of packet processing done via a kernel-
bypass framework (i.e.,DPDK); however, relying on kernel-bypass solutions has its
downsides (see Section 4.5). eBPF has recently become a trendy method to realize
specific userspace-developed packet-processing solutions for large networking &
data center companies, which enables developers to safely insert customized
applications into the Linux kernel but with some limitations (e.g., limited program
size and limited support for loops). eBPF provides variant hooking points to
insert programs into the Linux kernel infrastructure. The two common networking
hooking points are XDP and tc (traffic control). XDP enables programs to
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access raw packets at the earliest stage of packet reception, whereas tc provides
access to packets after the metadata extraction by the Linux network stack.
Meta, Google, Isovalent, Microsoft, and Netflix have recently launched the eBPF
Foundation as part of the Linux Foundation [278], which could promote eBPF-
based solutions and facilitate its further development. Some works have tried
to (i) improve the performance of eBPF-based packet processing solutions via
H/W offloading [279, 280] and low-level optimizations [248] and (ii) facilitate
the development of complex NFs despite eBPF’s limited programmability [247].
However, eBPF development is still in progress and may require solving additional
challenges in order to provide packet processing solutions capable of processing
packets at multi-hundred-gigabit-per-second rates.

Examining potential replacements for TCP. TCP has been the most dominant
Internet protocol in the last few decades, as most Internet services require a
reliable connection. For instance, both HTTP/1.x & HTTP/2 primarily rely on
TCP∗ to exchange information over the web. However, TCP was not designed
for modern data centers and imposes many challenges on multi-hundred-gigabit-
per-second networking applications. For example, TCP is one of the major
contributors to “data center tax”, as it requires a considerable amount of CPU
resources to operate at multi-hundred-gigabit-per-second rates [281, 282]. Future-
generation Internet services may rely on other transport protocols (e.g.,Homa [283,
284] and QUIC [285, 286]) to transfer data. For instance, HTTP/3 [287] has
already started using QUIC over UDP (instead of TCP), potentially making
TCP less dominant. Moreover, RDMA could become another alternative for
transferring large files, where out-of-order delivery is unnecessary. In contrast
to TCP, RDMA requires much less CPU resources since most of the work can
be offloaded to storage devices and NICs. To facilitate the integration of these
alternatives, it is crucial to (i) empirically examine the available solutions for
these alternatives, (ii) measure their performance at multi-hundred-gigabit, and
(iii) adapt and/or build more performant solutions for processing alternative
protocols. For instance, Yang et al., [288] analyzes the CPU usage of different
QUIC implementations and proposes a hardware/software co-design of QUIC to
offload the CPU-hungry parts of the protocol (i.e., the crypto module running
Authenticated Encryption with Associated Data (AHEAD) algorithms and packet
reordering) to smart NICs†. It is worth mentioning that QUIC & UDP traffic can
potentially rely on high-performance kernel-bypass frameworks and use userspace
protocol stacks; however, kernel-bypass frameworks (e.g., DPDK) typically over-
utilize CPU resources due to their continuous pollingmechanisms [290]. Therefore,

∗HTTP can also use SCTP as a transport layer protocol.
†According to Google [289], QUIC requires 3.5× more CPU cycles than TCP+TLS.
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building a performant Linux-based infrastructure would still be of importance.

Future-generation general-purpose hardware. Deploying low-latency multi-
hundred-gigabit-per-second applications on commodity hardware calls for new
changes in hardware since the per-core performance is not increasing at its previous
rate∗. Previous research has shown the benefits of introducing new features
& accelerators within general-purpose processors. For instance, HALO [260]
proposes a near-cache flow classification accelerator and extends the x86-64
instruction set to improve the performance of packet processing. Additionally,
CacheDirector [26] (see Chapter 2) suggests making the slice selection hash
function programmable to reduce access time to LLC, thereby improving tail
latency of 100-Gbps applications. There are still many other changes that could
be made to the available hardware. For instance, many networking applications
perform boilerplate tasks that require many instructions and processing power. To
improve instruction cache locality & applications’ performance, we can introduce
modifications to processors and modern NICs to accelerate the execution of
these tasks. For instance, PacketMill [45] (see Chapter 3) showed the benefits of
optimizing metadata management and making network drivers application-aware.
One can push this idea further and make the NIC application-aware. By doing
so, not only can we improve cache locality, but also save PCIe bandwidth and
avoid transmitting unnecessary data between the NIC and the processor. For
example, Pismenny et al., [272] proposes to make the small on-NIC memory
available to accelerate some networking applications (e.g., NFs and key-value
stores). One can (i) identify other acceleration possibilities, (ii) propose changes to
the hardware, and (iii) evaluate their potential value in terms of cost & performance
via programmable NICs and cycle-accurate simulators such as gem5 [291], which
requires understanding the challenges of processing packets at high rates. Moreover,
processor manufacturers constantly introduce new features in new generations
of processors to improve the performance of applications. For instance, Intel
has recently introduced the 4th generation of Xeon scalable family processors
(aka Sapphire Rapids) that are shipped with various new features (e.g., userspace
interrupts), instructions (e.g., CLDEMOTE), and on-chip accelerators (e.g.,Advanced
Matrix Extension (AMX),Dynamic LoadBalancer (DLB), Data StreamingAccelerator
(DSA), In-Memory Analytics Accelerators (IAA), and QuickAssist Technology
(QAT)). It is important to evaluate the effectiveness of these newly introduced
features and utilize them to improve the performance of different applications
deployed on top of commodity hardware.

∗These changes are not limited to networking applications. Server-grade processors are now being
shipped with new instructions to accelerate machine learning.
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Future-generation data centers. Data center traffic has tremendously increased
in the last few years, which has resulted in new proposals for future generations
of data centers. First, a few works [292, 293, 294, 295] advocate for optical
switching to address the low capacity and high power consumption of electrical
switches. Second, FLEET [296] makes a case for offering shared computational
& storage resources for high-end servers via customized optical NICs. FLEET
suggests connecting resources/components via PCIe to mitigate the overheads of
(de)composing Ethernet packets. Third, higher variance in resource requirements
for different cloud-hosted services requires better solutions to maximize the data
center resource utilization. Some works [39, 40] have proposed different models
for resource disaggregation and building customized resource pools, which require
meticulous scheduling for achieving a trade-off between cost, performance, and
utilization [68, 297, 298, 299]. Fourth, the recent high demand for artificial
intelligence applications has driven some data center companies to build customized
hardware (e.g., Google Tensor Processing Unit (TPU) pods [300, 301]) and
interconnects (e.g., HPE Slingshot interconnect, NVIDIA’s Ethernet Cloud Fabric,
Ayar Labs’ optical I/O interconnect [302], and SiP-ML [303]) to accelerate High
Performance Computing (HPC) workloads, such as training & inference of large
deep learning models. Additionally, some works [262, 304, 305] have focused
on NIC-CPU co-design to increase the performance of networking applications.
Future works could (i) contribute to each of these categories, (ii) study their
impact on the existing networked systems, and (iii) facilitate the potentially gradual
integration of these proposals into future-generation data centers.

Building high-performance ML-related networked systems. Machine Learning
(ML) has recently become very trendy given the advancements in computing
and the availability of data, resulting in many emerging applications for ML.
Therefore, it is crucial to (i) build high-performance networked systems for ML
to perform network-accelerated distributed training [306, 307], (ii) utilize network
accelerators to enable low-latency ML inferencing at multi-hundred-gigabit-per-
second rates [308, 309, 310, 311, 312], and (iii) employML techniques to improve
packet processing at high rates. Some works have already tried to use ML
to accelerate flow/traffic classifications [313, 314, 315] and network intrusion
detection [316, 317, 318]. However, many other unexplored opportunities exist
to employ ML techniques for packet processing. For instance, previous works [61]
have shown that packet order can significantly affect the performance of high-speed
NFs. If we can build sufficiently accurate ML models to predict the upcoming
network traffic and potentially its characteristics (e.g., flow size and packet inter-
arrival time), one can use this information to further optimize packet processing
software. For example, sufficiently accurate models for network traffic could
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enable stateful NFs to (i) use simplified data structures (e.g., FIFO queues) rather
than hash tables [255] and (ii) produce workload-optimized binaries (e.g., with
different basic block orderings [160]), and (iii) prefetch data in advance. Note
that some of this work involves improving the network performance of specialized
processors rather than simply being focused on CPU-based commodity hardware.
For example, with network traffic going directly from a NIC to GPUs or other
specialized processors, it is important to minimize the communication overhead
between different components.

Improving P4 language and its infrastructure. P4 is aDomain-Specific Language
(DSL) for programming and controlling packet processors, which was introduced
in 2014 [319]. P4 is specifically designed for packet processing, which requires
three main steps to deserialize (aka parse), transform/process, and serialize (aka
deparse) the packets. Since its introduction, P4 has been primarily used for
configuring multi-pipeline programmable switches. However, P4 has recently
started to become popular for programming other data plane elements, such as
smart NICs (e.g., Netronome [320]), Data Processing Units (DPUs) (e.g., NVIDIA
Bluefield via DOCASDK [321]), eBPF, and software switches (e.g.,DPDK [322]).
Introducing new targets for P4 facilitates scheduling & offloading of NFs on
setups with heterogeneous hardware, but requires developing an infrastructure to
do so [323]. Future works should focus on addressing the challenges of producing
efficient, performant, & verifiable code for various hardware and scheduling
& offloading different parts of the code to the hardware [59, 324, 325] while
guaranteeing the program’s correctness and verifying program semantics [326,
327]. Moreover, having a DSL for packet processing could inspire the networking
community to come up with other applications than just programming data plane
devices. For instance, Google has recently used P4 to build a model for its fixed-
function ASIC-based switches and formally verify it [328].
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Appendix A

Network Function
Configurations

This appendix explains the details of NF configurations used in Section 3.3.

A.1 Simple Forwarder
The simple forwarder receives packets from DPDK, rewrites the Ethernet MAC
addresses via EtherRewrite element, and transmits them.

A.2 Router
The router configuration is the standard Click router, compliant with IP routing
standards [109]. The processing graph produced by this configuration exhibits
multiple, more complex paths. The whole IP header is loaded in memory, as the
routing element (with only one rule per port) does a lookup for each destination IP
address. We do not consider the impact of more rules, as they could be potentially
offloaded to the NIC [16].

A.3 NAPT, IDS, and VLAN
All these configurations are optional supplements for the two previous
configurations (i.e., the simple forwarder and the router). The NAPT rewrites
source IP addresses of outgoing packets. The NAPT configuration is stateful and it
uses the DPDK Cuckoo hash table, resulting in more lookups and higher memory
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usage. The IDS checks the correctness of TCP, UDP, and ICMP headers, except for
the checksum that can be verified in hardware. The VLAN supplement eventually
encapsulates the packet in a VLAN header.

A.4 WorkPackage
This configuration uses WorkPackage element that is a purely synthetic element
built for microbenchmarking [139]. It generates N random accesses to a static
memory of S MiB. Additionally, it generates W pseudo-random numbers to
artificially emulate more CPU-bound workloads. The WorkPackage element
enables us to study the impact of our optimizations on more memory- & compute-
intensive configurations. The WorkPackage is also supplementary to the base
configurations. In our tests, we use it along with the forwarding configuration.
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Appendix B

IOMMU – Supplementary
Information

This appendix provides supplementary information for Chapter 4.

B.1 IOTLB Implementation on Different
Architectures

IOTLB features vary across different processors, with little if any public
documentation. The available performance counters and public data sheets suggest
that Intel processors use a single IOTLB for all levels of mapping (e.g., first-level,
second-level, nested, and pass-through mappings) [195], whereas AMD processors
use two distinct IOTLBs for caching Page Directory Entry (PDE) and Page Table
Entry (PTE) [196, 201]. Additionally, Emmerich et al., [200] and Neugebauer
et al., [49] have speculated (based on their experiments) that the number of IOTLB
entries in Intel processors is 64. Furthermore, some PCIe devices support Address
Translation Service (ATS) [329, 330] that enables the devices to cache the address
translation in a local cache to minimize latency and provide a scalable distributed
caching solution for IOMMU. Based on our discussions with NVIDIA/Mellanox
support, since Intel IceLake processors only caching of 1-GiB IOTLB entries is
supported via ATS (i.e., this caching is not helpful for 4-KiB entries).
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B.2 Testbed Illustration and Additional Results
Figure B.1 illustrates our testbed. We use the main slot of a Socket Direct
ConnectX-6 for 200-Gbps experiments and a normal ConnectX-6 NIC with custom
Dell firmware for 100-Gbps experiments.

IceLake

Cascade
Lake

100-Gbps
Switch

200-Gbps Link

100-Gbps Link

SkyLake

AMD
EPYC

IceLake
CX6

100 Gbps

CX5
100 Gbps

CX5
100 Gbps

CX6
200 Gbps

CX6
100 Gbps IceLake

CX6
200 Gbps

CX6
200 Gbps

Figure B.1: Our testbed. Green servers represent DuTs. CX5 and CX6 stand for
ConnectX-5 and ConnectX-6, respectively.

Figure B.2 shows the throughput for a fine-grained sweep of MTU values when
the NIC uses 1024 RX descriptors per queue (i.e., 32×1024). Looking at the
throughput values, we notice jumps at page splitting points. The mlx5 driver splits
pages based on the H/W MTU size that is 22B larger than the value specified by
the software (e.g., via ifconfig). The extra 22B ensures that the H/W buffer has
enough space for the 14-B Ethernet header, 4-B VLAN header, and 4-B Ethernet
Frame Check Sequence (FCS). The mlx5 driver uses 512-B buffers for small H/W
MTUs, but switches to 1024-B, 2048-B, and 4096-B buffers when the H/W MTU
size exceeds 128, 640, and 1664 bytes. The driver uses a scatter-gather technique
(e.g., it uses multiple 256-B buffers) for “Jumbo” frames, i.e., H/W MTU sizes
>3712B.
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Figure B.2: IOMMU imposes performance overheads at all MTU sizes, but with a
larger absolute throughput drop for MTU sizes larger than ∼3000B.

B.3 Page (De)Allocation via Page Pool API
Page Pool provides an API to device drivers to (de)allocate pages in an efficient, and
preferably lockless way (see Figure B.3 for details in Linux kernel v5.15); the driver
then splits each page into single or multiple buffers based on a given MTU size, see
Section 4.2.2. A page pool is composed of twomain data structures: (i) a fixed-size
lockless array/LIFO (aka cache) and (ii) a variable-sized ring implemented via a
ptr_ring data structure that is essentially a limited-size FIFOwith spinlocks and
that facilitates synchronization by using separate locks for consumers & producers.
By default, the cache can contain up to 128 pages, and the size of the ring is
determined based on the number of RX descriptors and MTU size. The purpose
of the page pool is to (i) efficiently allocate pages from the cache without locking
and (ii) use the ring to recycle returned pages. To avoid synchronization problems,
each page pool should be connected to only one RX queue, thus it is protected by
NAPI scheduling. The Page Pool API is mainly used to allocate memory at the
granularity of a page; however, recent Linux kernels support page fragments that
make it possible to allocate an arbitrary-sized memory chunk from an order-n page,
i.e., 2n contiguous 4-KiB pages.
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Figure B.3: Page Pool overview.

Details of the steps in Figure B.3:
1 Allocating a page. When a driver asks for a page: (1.1) the page pool initially
checks the lockless cache; (1.2) if empty, it tries to refill the cache from the pages
recycled in the ring; (1.3) if not possible due to software interrupts (softirq) or
unavailability, it allocates page(s) and refills the cache. Recent Linux kernels
perform bulk allocation (e.g., 64 pages at a time) to amortize the allocation cost.
2 Returning a page. When a driver returns a page: (2.1) the page pool attempts
to recycle the page into the cache; (2.2) if not possible, it tries returning it to the
ring; (2.3) if unsuccessful, it releases/frees the page. Since the Page Pool API
is optimized for XDP and AF_XDP socket (XSK), i.e., an eBPF data path where
each page is only used by one buffer, Steps 2.1 & 2.2 can only be performed if (i)
a page has only a single reference (i.e., page_ref_count(page) == 1) and
(ii) a page is not allocated from the emergency pfmemalloc reserves. The former
causes a page pool to continually allocate new pages for drivers operating in a non-
XDP mode that splits each page into multiple fragments and uses page references
for bookkeeping/recycling. Unfortunately, continuous page allocation disables the
driver from re-using a fixed set of pages, causing low page locality. We refer to this
as the leaky page pool problem.

B.4 Current Implementation of HPA
Given the previously enumerated design choices, it is clear that a hugepage-aware
memory allocator for a network device driver should find a trade-off between
allocation overhead & memory stranding while managing pages efficiently &
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ensuring IOVA locality. However, the Linux kernel v5.15 imposes two main
limitations on achieving a perfect design: 1 Unfortunately, some drivers may
perform continuous allocation due to the inability to recycle multi-referenced
pages into their page pools. Therefore, pre-allocating a large pool of statically
mapped memory for the network device driver will be insufficient, as the pool
will eventually be depleted. 2 Introducing a new memory allocator requires
augmenting the page data structure, which is undesirable due to the aforementioned
reasons. While it is possible to add a new data structure (e.g., a hash table) to check
whether a page belongs to the allocator’s pool or not; this will be more expensive
than augmenting the page data structure.
Implementation. To partially address these two limitations, we decided to extend
the current implementation of the Page Pool API [203], as it already contains a
reference in the page data structure. In addition, extending an existing API makes
it easier to integrate our solution into the Linux kernel, as it requires a smaller
amount of changes. To provide a trade-off between run-time allocation overhead vs.
memory stranding, we add a backup ring (ptr_ring) data structure to the Page
Pool API to store a set of hugepage-backed 4-KiB pages; we chose the ptr_ring
data structure due to its synchronization efficiencies.

We (i) allocate 2-MiB hugepages (via the buddy page allocator∗), (ii) map
them to IOMMU, (iii) keep the mappings in a doubly linked-list to be able to
unmap the pages at the page pool’s destruction, and (iv) store the sub-4-KiB pages
in the backup ring. While it is possible to store the pre-allocated memory in the
already existing cache or ring data structures, we consciously decided not to do
so to avoid affecting the existing machinery. In our approach, the backup ring is
only used to refill the cache when the page pool needs to allocate memory (see
step 1.3 in Figure B.3). If the driver is not leaky, the backup ring would never
be empty (i.e., the pre-allocated memory is sufficient). However, drivers with a
leaky page pool will eventually deplete the backup ring. We noticed that our NIC
could deplete a 1-GiB per-queuememory (i.e., 512×512 pages) after∼100 seconds
when operating at 200Gbps. Unfortunately, constantly refilling the backup ring
with pages could become costly, as it requires using spinlocks. Therefore, when
the backup ring is known to be depleted, we switch to an alternative mode where
we allocate a new 2-MiB hugepage and directly inject its 512×4-KiB pages into
the cache data structure. To do so, we increase the maximum size of the cache
data structure to 1024 to potentially reduce the frequency of run-time allocations.
Note that the page pool returns the unrecyclable pages (i.e., individual 4-KiB
pages within 2-MiB hugepage) back to the kernel and only saves their IOVA
mappings. Therefore, run-time allocations do not over-allocate memory, but they
may fragmentmemory over a long time andmake the applicationmore CPU-bound.

∗It is currently limited to allocating order-11 (8-MiB) pages.
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However, as long as the application falls into the IOTLB-bound region, our solution
would improve its performance.

B.5 IOTLB Overheads in DPDK
For the sake of completeness, this section examines a kernel-bypass framework,
DPDK, to examine IOMMU in a high-performance & low-overhead setting.
Additionally, using DPDK provides us with greater flexibility in memory
management, enabling us to natively compare the impact of different (huge)page
sizes (i.e., 4-KiB & 2-MiB) on the performance of IOTLB. Furthermore, since
DPDK allocates buffers contiguously (especially when we reserve hugepages at
boot time), changing the (huge)page size will primarily show the impact of IOTLB
misses. We use a DPDK-based packet-processing framework, FastClick [24], to
generate & forward fix-sized packets at line rate. By doing so, we can benefit
from all software optimizations shippedwithin FastClick and achieve themaximum
achievable rate with DPDK [45].

Figure B.4 shows the throughput and median latency of a server running an L2
forwarder application that receives fixed-size packets with 16 cores and 1024 RX
descriptors per core, mirrors the MAC address of received packets, and sends them
back to the packet generator. These results show that kernel-bypass frameworks
also experience similar performance degradations when they do not use hugepage
IOTLB mappings. Note that the exact numbers may not match the iPerf results,
as DPDK is less CPU-bound (i.e., it achieves higher throughput with hugepages)
and is less efficient without hugepages (i.e., it achieves lower throughput in 4-KiB
mode [331]).
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Figure B.4: DPDK also experiences performance degradation with IOMMU when
it uses 4-KiB pages.
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